LokymeHT [ /20/37/1802/ ]: Mpwnkas Ne 0796 O6 yTBepxaeHnn TpeboBaHuii K cpeacteam
3NEeKTPOHHOW Noanucy n TpeboBaHUii K cpeacTBaM yOOCTOBEPSIOWErO LEHTPpa

[Mpnka3 oT 27 nekabpsa 2011 r. N 796 «O6
yTBepXOeHUn TpeboBaHUM K cpeacTBam
3/1IEKTPOHHOM noannucm n TpeboBaHNN K
cpencTtBaM yoOCTOBEPSAIOLLEro LLleHTpa»

®ENEPATbHASA CNYXBA BE30MACHOCTU POCCUNCKOW dEOEPALIN

B cootBeTcTBUMM C YacTbto 5 cTaTbm 8 denepanbHoro 3akoHa ot 6 anpens 2011 r. N 63-03

" *

"O6 3neKTPOHHOM NoanucK" <*> NpukasbiBato yTBEPANTD:

<*> CobpaHue 3akoHopaTenocTBa Poccuitickon denepaumn, 2011, N 15, ct1. 2036; N 27, cT.
3880.

TpeboBaHus K cpeacTsam aNeKTPOHHOW noanucy (npunoxeHne N 1);

TpeboBaHus K cpeacTsam yooCTOBepstowero ueHTpa (mpunoxexme N 2).

HupexTop

A.BOPTHNKOB

MpunoxeHne N 1 K npukasy ®Cb Poccun ot 27 nekabps

2011 r. N 796 TPEBOBAHNA K CPELOCTBAM
SJIEKTPOHHOW Mo arnncu

. Obw e NooXKeHus

1. HacToswme TpeboBaHns paspaboTaHbl B COOTBETCTBMM C PeaepanbHbM 3aKOHOM OT 6
anpens 2011 r. N 63-®3 "O6 anekTpoHHON nognucn” (nanee - PenepanbHblii 3aK0H).

2. B HacTosiwmx TpeboBaHMsIX UCNONb3YHOTCA CNeayoWwme OCHOBHbIE NMOHSATUS, ONpPedeNIeHHbIe
B cTaTbe 2 defepanbHOro 3akoHa:

1) anekTpoHHasa noanuck (aanee - 9l1) - UHGOpMaLmMsa B 3NEKTPOHHOM hopMe, KoTopas
npucoenuHeHa K opyrom nHpopmaumm B 31eKTPOHHON dhopme (MoanncbiBaeMOn MHGopmaumnn)
NN NHBbIM 06Pa30M CBA3aHa C Takol MHdopMaumen n Kotopast UICNoNb3yeTcsa NS
onpeneneHns nuua, NoAnucChIBaoWero NHoOpPMaLuio;

2) yoocTtosepsioowmin ueHTp (nanee - YL) - opuandeckoe nuuo nnnm NHOMBUAYasnbHbIRA
npeanpuHUMaTenb, OCYLWEeCTBASOWME OYHKLNN MO CO34aHUI0 1 Bbloaye cepTupurkaTos
Kntoyen nposepkmn I, a TakXe nHble PyHKUMN, NPeayCMOTPEHHble D eaepanbHbIM 3aKOHOM;

3) kntoy Il - yHukanbHasa nocnenosaTelbHOCTb CMMBONOB, MPpeaHa3HaYeHHas ANs co3aHuns



all;

4) kntoy nposepky Il - yHukanbHas nocnenoBaTebHOCTb CMMBOOB, 0AHO3HAYHO CBA3aHHASA
c kntoyom Il v npegHasHavyeHHas onsa nposepku nognmHHocty IOl (nanee - nposepka 9I);

5) cpeactea Il - wmdpoBanbHble (KpUnTorpaduyeckne) cpencTea, UICNonb3yemble AN
peanusaummn xoTs 6bl 04HON U3 cneayowmx dyHKUmMA - co3gaHue II1, npoeepka A1, cosnaHne
kntoya Il n kntoya nposepku 3T,

6) cepTmdomkart knoya NnpoBepkn Il - 3NEKTPOHHbIA LOKYMEHT UM AOKYMEHT Ha OyMa>kHOM
HocuTene, BolaaHHble YL nmbo nosepeHHbIM nuuom YL, n noateepxnatrowme npuHaaneXHocTb
Kntoya nposepkun Il BnagensLy ceptugurkarta knwoya nposepku 3.

3. HacTtosawwme TpeboBaHus ycTaHaBNMBAKOT CTPYKTYPY M cogepxaHme TpeboBaHuii K
cpeacteam Il1.

4. Hactoswme TpeboBaHusa npeaHa3HayYeHbl A5 3aKa34ymkoB 1 paspaboTymnkos
paspabaTtbiBaeMbix (MOAepPHU3MPYEMbIX) cpeacTs DI npu nx B3aMmonencTemnm Mexay coboi, ¢
opraHmsaunsiMu, NPOBOASAIWMMUN KPUNTOrpagouyeckmne, MHXeHepHO-KpUnTorpadrnyeckue n
crneuvanbHble uccnegosanms cpencts A1, ®CB Poccuu, ocywecTensiowen nogTeepXxaeHne
cooTBeTCcTBMSA cpeacTs Il HacToswmm TpeboBaHMsM.

5. HacTtosiwme TpeboBaHus pacnpocTpaHsatoTcs Ha cpeactea Ol1, npeaHasHaYeHHble NS
NCrnonb30BaHNA Ha Tepputopumn Poccuiickon denepaumu, B yupexgeHnsax Poccuinckoim
depnepaunm 3a pybexom 1 B Haxoaawmxcs 3a pybexom 060cobneHHbIx NoapasneneHnsx
topraANYECKMX NnL, 06pa3oBaHHbIX B COOTBETCTBUM C 3aKOHO4ATENbCTBOM Poccuiickom
depepaunn.

6. K cpencteam 3l B yacTun nx paspaboTku, NPoOU3BOACTBA, pean3auny 1 akcnnyaTtaumm
npenbaBnsaTcs TpeboBaHns, 3akpenneHHble MonoxeHnem o paspaboTke, NPON3BOACTBE,
peanusauumn 1 skcnnyataumm wmposasnbHbIX (KpUNTOrpaguyeckmx) CpeacTs 3alwnThl
nHgpopmauum (Monoxenme MNMK3-2005), yreepxaeHHbIM nprkasom @ CBb Poccun o1 9 chespans
2005 r. N 66 <*> (c nsmeHeHuamn, BHeceHHbIMK npukasom ®CB Poccum o1 12 anpensa 2010 r. N
173 <**>), Ang wngoposanbHbIX (KPUNTOrpagrnyecknx) CpeacTs 3awmnTbl MHopMaumm ¢
OrpaHMyYeHHbIM 0OCTYMNOM, He codepXallen cBefeHU, COCTaBNSAoWMX roCy4apCTBEHHYIO
TanHy.

<*> 3apeructpuposaH MuHioctom Poccun 3 mapta 2005 r., peructpaumoHHbii N 6382.
<**> 3apeructpuposaH MuHioctom Poccum 25 masa 2010 r., peructpaumoHHbliia N 17350.

7. TpeboBaHUsi K TEXHONOr MM co3aaHns (OopMUpoBaHns) 1 nposepkn 3l ¢ NoMoLbIO
cpeacTea 91 ykasbiBalOTCA B TAKTUKO-TEXHUYECKOM 3a4aHNMN NN TEXHUYECKOM 3a4aHUN Ha
NpoBeOeHNe OnblTHO-KOHCTPYKTOPCKOM paboTbl UMM COCTABHO YaCTLW OMbITHO-
KOHCTPYKTOpCKOW paboTbl No paspaboTke (MogepHusaumm) cpeactea 3l (nanee - T3 Ha
pa3paboTky (MooepHu3auuo) cpenctea I).

II. TpeboBaHus K cpencream 3l

8. MNpwu cozpanum 31 cpencrtea A1 ONXHBI:

- nokasbiBaTb NULY, NOAMNUCLIBAIOWEMY 3NEKTPOHHbIA OOKYMEHT, CoOAepXaHne nHgpopmauuu,
KOTOPYIO OH NOAMUCBLIBAET <*>;



- cosgasatb I TONbKO Nocne NOATBEPXAEHNS NMULOM, NOAMNUCHIBAKOWNM 3NEKTPOHHbIA
JOKYMEHT, ornepaumm no co3naHuio 9l <*>;

- NokasblBaTb COAEpXaHWe aNeKTPOHHOr0 AOKYMeHTa, noanncaHHoro 9l <*>;

- NOKa3blBaTb UHGOPMALMIO O BHECEHUN UBMEHEHUI B NOANUCaHHbIA O 3N1€eKTPOHHbIN
HOKYMEHT <*>;

- yKasblBaTb Ha Nu1UO, C UICNONb30BaHMEM Kntoya Il KOTOporo noanncaHbl 9NEKTPOHHbIE
NOKYMEHTbI <*>.

<*> Peanunsyetcs B TOM 4McCne C UICNONb30BaHMEM annapaTHblX U MPOrpamMMHbIX CPeACTB,
COBMECTHO C KOTOPbIMM WTATHO PYHKLMOHMPYIOT cpenctaa Il n koTtopble cnocobHbl NOBNMATb
Ha BbINOJIHEHME NpeabsaBnseMbix kK cpencteam Il TpeboBaHmiA, B COBOKYMHOCTY
npegcrasnaowWwmx cpeny yHKUMoHMpoBaHus cpeacts 3l (nanee - CO).

10. TpeboBaHust NyHKTOB 8 1 9 HacTosAWMX TpeboBaHMn He NPUMEHSIIOTCA K cpeacTaam I,
MCNONb3yEeMbIM ANS aBTOMATMYECKOro co34aHums 1 (Mnn) asTomaTuyeckom nposepkn 31 B
NHCpOPMaLVOHHOW CUCTEME.

11. Cpeactea 9l 4onXHbl NPOTUBOCTOSATh Yrpo3am, MpeacTaBnsowmm coboi
LueneHanpas/ieHHble 0eNCTBMSA C UCMOIb30BaHNEM annapaTHbIX 1 (MNK1) NPOrpamMMHbIX CPeacTB
C Lenbto HapyleHus 6e3onacHoOCTH 3awmwaemoi cpeactsom Sl nHopmaumm Nnm ¢ Lenbio
cOo34aHuns ycrnoBsum Ans 3T0ro (nanee - ataka).

12. B 3aBMCMMOCTM OT CNOCOBHOCTEN NPOTMBOCTOSATL aTakam cpeactea Il nogpasoensioTcs
Ha Knaccbl <*>.

<*> Heobxoaumblii knacc paspabartbiBaemMoro (MoaepHuanpyemoro) cpencrtea Oll
onpepnensieTcs 3aka34ynkom (paspaboTumkom) cpeactea Il nytem onpeneneHns
BO3MO>XHOCTEW OCYWeCTBNATb CO34aHne cnocoboB atak, NMOAroTOBKY 1 NPOBELEHME aTakK HA
ocHoBe NyHKTOB 13 - 18 HacTosAwmx TpeboBaHuiA 1 ykasbiBaeTcst B T3 Ha pa3paboTky
(MopepHm3aumio) cpenctaa M.

13. Cpeactea 9l knacca KC1 npoTnBOCTOSAT atakam, Npu co3gaHum cnocobos, NOAroTOBKE U
NpoBeAEHNN KOTOPbIX MCNONb3YIOTCS Cleayowmne BO3MOXHOCTH:

13.1. CamocTosATENbHOE OCYWECTBNEHME CO3aaHMs cnocoboB aTak, NMOAroTOBKM 1 NPOBEAEHUS
aTak.

13.2. [leicTBMNS Ha pa3nunyHbIX 3Tanax XuW3HeHHOro umkna cpeacrea Il <*>.

<*> K atanam XunsHeHHoro uukna cpenctsa 3l oTHocsATCa paspaboTka (MooepHu3aums)
yKa3aHHbIX CPeacTB, UX NPOM3BOACTBO, XpaHEeHMEe, TPAHCNOPTMPOBKA, BBOA B 9KCryaTaumto
(nyckoHanagoyHble paboThl), akcnnyaTaums.

13.3. [lpoBeneHne aTtakn ToNbKO U3BHE NPOCTPAHCTBA, B Npefenax KoToporo OCylecTBnseTcs
KOHTPONb 3a NpebbiBaHMEM U OEACTBMAMU NALL U (M) TPAHCNOPTHbBIX CPEACTB (aanee -
KOHTpONupyemas 3oHa <*>).

<*> ['paHnLein KOHTPONMPYEMOIA 30HBI MOTYT ObIThb: MEPUMETP OXPAHSAEMO TEPPUTOPUN
npeanpuaTus (yypexneHus), orpaxgarowme KOHCTPYKLMM OXPaHAEMOro 34aHus, OXpaHsaeMom
4acTu 34aHV4, BblAEeNeHHOr 0 NOMeLeHNS.



13.4. MNpoBeaeHune Ha aTanax pas3padoTku, NPON3BOACTBA, XPaHEHUS, TPAHCMOPTUPOBKY
cpencts 3 n atane BBoAa B akcnayaTaumo cpeacts Al (MyckoHanagoyHble paboThbl)
cnenymowyx aTak:

- BHECEHME HECAHKLIMOHMPOBAHHbIX N3MeHeHMI B cpencTtso Il n (nnn) B KOMNOHEHTb CP, B
TOM YuCne C UCNONb30BaHNEM BPELOHOCHbIX NPOrpamm;

- BHECEHME HECaHKLUNOHMPOBAHHbIX U3MEHEHW B OKYMEHTaumo Ha cpencteo 3l 1 Ha
KOMMOHEHTbI CP.

13.5. MpoBeneHne aTak Ha cnenytowme 06 beKkThl:

- LOKyMeHTauuo Ha cpeacTtBo 31 1 Ha KOMNOHEHTbHI CD;

- 3alWmIaeMble 3NEKTPOHHbIE JOKYMEHThI;

- KNIOYEBYI0, ay TEHTUPULMPYIOLLYIO U NaponbHY0 MHGopMauuio cpeacTea Il1;
- cpencTeo A1 1 ero nporpaMmHble 1 annapaTtHble KOMMNOHEHTbI;

- annapaTHble cpeacTsa, sxoaswme B CP, Bknoyas MUKPOCXEMbI C 3anmncaHHbIM MUKPOKOLOM
BIOS, ocywecTensowen nHumannm3aumio aTux CpeacTs (fanee - annapaTHble KOMMOHEHTI
Co);

- NpOrpamMMHble KOMMNOHEHTbI CP;
- aHHble, NepefaBaeMble No KaHanam CBA3M;

- MOMELEHUS, B KOTOPbIX HAXOAUTCS COBOKYMHOCTb MPOrPaMMHbBIX U TEXHUYECKMX 91IEMEHTOB
cmctem 06paboTKM faHHbIX, CNOCOBOHbIX GOYHKLIMOHMPOBATL CaMOCTOATE/IbHO MK B COCTaBe
apyrux cuctem (nanee - CBT), Ha koTopbix peann3osaHbl cpeactea Il n Cd;

- Hble 06 bEKThI aTak, KOTopble NPV HEO6X0AMMOCTM yKa3biBatoTcs B T3 Ha paspaboTky
(MopepHusaumio) cpeactaa Il ¢ y4eTOM NCNONb3YyeMblX B MHADOPMALIMOHHON cucTeme
NHPOPMaLMOHHbBIX TEXHONOrMIA, annapaTHbIX cpeacTs (aanee - AC) n nporpaMMHOro
obecneyeHns (nanee - MN0O).

13.6. [onyyeHne cnenyowen HPOpMaLmMK:

- 06wmx cBeaeHnii 06 MHOPMALIMOHHO CUCTEME, B KOTOPOW UcnonbayeTcs cpenctso Ol
(Ha3Hau4eHwue, cocTas, onepartop, 06 bEKTbI, B KOTOPbIX pasMelleHbl pecypcbl MHOPMaLIMOHHO
CUCTEMBI);

- cBeAeHuI 06 MHOPOPMALIMOHHBIX TeXHoNorusax, 6asax naHHbix, AC, MO, ncnonb3yembix B
NHCOPMALIMOHHOWM CUCTEMe COBMECTHO Co cpeacTeom Il1;

- CBELEHMIN 0 OU3NYECKMX Mepax 3awmnTbl 06 bEKTOB, B KOTOPbIX pa3mMelleHbl cpeactea IlT;

- CBELlEHMIN 0 Mepax No obecneyeHnto KOHTPONNPYEMO 30Hbl 06 bEKTOB MHE OPMALMOHHOW
CUCTEMbI, B KOTOPOM Ucnonbayetcs cpeacTtso 3ll;

- CBELLEHNIN O Mepax Mo pasrpaHNYeHunto 4OCTyna B NOMELWeEHNs, B KOTopbIx HaxoaaTca CBT, Ha
KOTOpbIX peanu3oBaHbl cpeactea 9l n CO;



- coepxaHus Haxoasweincs B cB0604HOM AOCTYyNe AOKYyMEeHTauMm Ha annapaTtHble 1
nporpamMMHble KOMNOHeHTbI cpeacTea Ol n CP;

- 06WmX CBEAEHUIA O 3aWMLAaeMOon nHCOopMaLUuUn, UCNONb3YEMOI B NpoLiecce aKenayaTauum
cpencTea 9l;

- BCEX BO3MOXHbIX AaHHbIX, NepegaBaeMblx B OTKPbITOM BUAE MO KaHanam CBSA3n, He
3almieHHbIM OT HecaHKUMOHPOBaHHOro goctyna (aanee - HC ) k nHgpopmauun
OpraHn3aumoHHO-TEXHUYECKMMIN Mepamu;

- CBEEeHUIN O NMHUAX CBA3K, NO KOTOPLIM NepegaeTcs 3awmwaemas cpeactsom 91
nHpopmMauus;

- cBeleHMin 060 BCcex NPOSIBNSIOWMXCS B KAHANax CBsian, He 3awmweHHbix ot HC I k
NHdOopMaLMKM OPraHN3aLUMOHHO-TEXHUYECKMMN MEPAMU, HAPYLLEHNAX NPaBWU aKCnnyaTaunm
cpeactea Ol n CO;

- cBeeHunin 060 BCcex NPOSIBNSIOWMXCS B KAHaNax CBsian, He 3awmweHHbix ot HC I k
NHPOPMaLIMN OpraHN3aUMOHHO-TEXHNUYECKMMI MEPaMN, HEUCMPABHOCTSIX U cOOSIX annapaTHbIX
KoMnoHeHToB cpenctea Ol un CP;

- CBelEHUIA, NONyYaeMblIX B pe3ynbTaTe aHanmaa nobbix CUrHanoB OT annapaTHbIX
KOMMNoHeHToB cpeacTea Ol n CP, koTopble MOXET NepPexXBaTUTb HAPYLWNTENb.

13.7. icnonb3oBaHue:

- HAXO4SWMXCSA B CBOOOAHOM [OCTYNE MK UCMONb3YEMbIX 32 MpefenaMmn KOHTPONMPYyEeMO
30HbI AC 1 MO, BKkAOYas annapaTtHble U NporpaMMHble KOMMNOHeHTbl cpeactea 3l n Cd;

- cneumanbHo paspaboTaHHbix AC u MO.

13.8. Vicnonb3oBaHne B ka4ecTBe cpenbl NepeHoca oT cybbekTa k 06bekTy (0T o6 bekTa K
cybbekTy) ataku OeiCTBUiA, OCYLWECTBASIEMbIX NPV NOArOTOBKE U (M) NPOBEOEHNM aTaku
(banee - kaHan ataku):

- He 3awwiweHHbIx oT HC I K nHcbopmMaumm opraHn3aumoHHO-TEXHUYECKUMUN MepaMmy KaHanos
CBA3M (KaK BHE KOHTPONMPYEMOI 30HbI, TaK 1 B ee npefenax), no KoTopbiM nepenaeTcs
3awmwaemas cpeactsom Il MHpopmaums;

- KaHaNOB PACNPOCTPaAHEHMS CUrHANOB, COMPOBOX AAKWMX PYHKLMOHMpOoBaHWe cpenctea Ol un
Co.

13.9. lNpoBeneHne atakn N3 MHPOPMaLUNOHHO-TENEKOMMYHUKALMOHHbBIX CeTeln, 4OCTYN K
KOTOPbIM HE OrpaHnyeH onpeneneHHbIM KPpyroM nuL.

13.10. Vicnonb3oBaHne AC u MO 13 cocTtasa cpefcTB MHOOPMALMOHHON CUCTEMbI,
MCNONb3yeMbIX HA MecTax akcnnyaTtauuu cpencTsea Il (nanee - wraTHble CpeacTsa) u
HaxXo4SWMXCA 3a Npeaenamm KOHTPONMPYEMON 30HbI.

14. Cpenctea 9l knacca KC2 npoTnBOCTOSAT atakam, Npu co3gaHum cnocobos, NoaroToBke U
NpoBeLEHNN KOTOPbIX NCMOMb3YOTCA BO3MOXHOCTU, NepeYmcneHHble B nognyHkTax 13.1 -
13.10 HacTosiwmx TpebosaHwuiA, n cnegyowme AONONHUTENbHBIE BO3MOXHOCTHU:

14.1. [poBeneHne atakm npy HaXoXAeHWM Kak BHE Npenenos, Tak v B npegenax



KOHTPONNPYEMOIA 30HbI.

14.2. /icnonb3oBaHue WTaTHbIX CPEACTB, OrPaHNYEeHHOEe MepaMu, peann3oBaHHbIMU B
NHPOPMALIMOHHON CUCTEME, B KOTOPOW ncnonb3yetcsa cpencteo Ol1, n HanpasBneHHbIMU HA
npenoTBpalleHne n npecevyeHme HeCaHKLMOHMPOBAHHbIX OENCTBUN.

15. Cpeactea 9l knacca KC3 NnpoTnBOCTOSAT atakam, Npu co3gaHum cnocobos, NOAroToBKE U
npoBeOEeHNN KOTOPbIX NCNOMb3YKTCA BO3BMOXHOCTU, NepeYncneHHble B noanyHkTax 13.1 -
13.10, 14.1, 14.2 HacTosiwmx TpeboBaHwii, 1 cneayowme AONONHUTENbHbIE BO3MOXHOCTH:

15.1. Doctyn k CBT, Ha koTOpbIX peanusoBaHbl cpenctso 9 n Co.

15.2. BO3MOXHOCTb pacrnonaratb annapaTHbIMU KOMNoHeHTamu cpeactea Il n CP B o6beme,
3aBUCSLLEM OT Mep, HanpaBfieHHbIX HA NPefoTBpaLleHe U NpeceYeHne HeCaHKLMOHMPOBAHHbIX
DelCTBUN, peann3oBaHHbIX B MHPOPMALIMOHHOM CUCTEME, B KOTOPOW UCNO/Ib3YeTCH CPeaCcTBO
orl.

16. Cpenctea 9l knacca KB1 npoTuBocToAT atakam, Npu co3gaHum cnocobos, NOAroToBKE U
NpoBeLEHNN KOTOPbIX NCMOb3YOTCA BO3MOXHOCTU, NepeYmcneHHble B nognyHkTax 13.1 -
13.10,14.1,14.2,15.1, 15.2 HacToswmx TpeboBaHWii, n cnenyrowme OONoNHUTENbHble
BO3MOXHOCTMU:

16.1. Co3paHue cnocoboB atak, MOAroTOBKa U NPOBEAEHME aTak C MPUBIEYEHUEM
CneuranncToB, UMEIOLWKMX ONbIT pa3paboTku n aHannsa cpencts S, BKNOYas cneunanncTos B
obnacTu aHann3a curHanoB, CONPOBOXAaKWmMX PYHKUMOHpoBaHue cpeactea S un CP.

16.2. NpoBeneHne nabopaTopHbIx uccnenosaHmin cpenctaa Ol1, nCnonb3yemMoro BHe
KOHTPONMPYEMOI 30HbI, B 06 bEME, 3aBUCALEM OT Mep, HanpaBNeHHbIX HA NPeLOoTBpaLLEHNE U
npeceyeHne HeCaHKLMOHNPOBAHHbIX OENCTBUIA, peann3oBaHHbIX B MIHPOPMaUNOHHOM CUCTEME,
B KOTOPOW ncnonb3yetcs cpencteo I1.

17. CpeacTtea 9l knacca KB2 npoTuBocTOAT atakam, Npu co3gaHum cnocobos, MOAroTOBKE U
NpoBEeOEHMNN KOTOPbIX NCNO/b3YKTCS BO3BMOXHOCTU, MEPEeYMCeHHble B noanyHkTax 13.1 -
13.10,14.1,14.2,15.1,15.2, 16.1, 16.2 HacToswmx TpeboBaHuii, n cneayowme
[OMNONMHUTENbHbIE BO3MOXHOCTU:

17.1. Co3pgaHune cnocoboB atak, NoAroToBKa v NpoBeAeHNe aTak C NprBIeYEHNEM
crneunanncToB, UMerWKMX onbIT paspaboTky 1 aHannsa cpeacts A1, BKNoYas cneunanncTos B
obnacTu ncnonb3oBaHUS ONS peanMsaummn atak BO3MoXHocTel npuknaaHoro MO, He
OMWCaHHbIX B 4OKYMeHTaumn Ha npuknagHoe MO.

17.2. MocTaHoBKa paboT No co3agaHmMio cnocoboB 1 CPeCcTB atak B Hay4yHO-UCCNenoBaTe bCKuX
LIeHTpax, cneunannsmpyowmxcs B obnacTtu paspadboTtku n aHannsa cpencts M n Cd.

17.3. BO3MOXHOCTb pacnonaratb UCXOAHbIMU TekcTamu Bxoasuwero B CP npuknagHoro MO.

18. Cpeactea 9l knacca KA1 npoTUBOCTOAT atakam, Npu co3aaHum cnocobos, MOAroTOBKE U
NnpoBeaeHNUM KOTOPbIX NCNOMNb3YIOTCSH BO3MOXHOCTU, NepeYncneHHble B nognyHktax 13.1 -
13.10,14.1,14.2,15.1,15.2, 16.1, 16.2, 17.1 - 17.3 HacTosAwwnx TpeboBaHwii, n cnepyowme
[OMNONHNTENbHblE BO3MOXHOCTH:

18.1. Co3paHue cnocoboB atak, MOAroTOBKA U NPOBEAEHME aTak C MPUBIEYEHNEM
CneunanncToB, UMEIOLKMX ONbIT pa3paboTku 1 aHannaa cpencts A1, Bkoyas cneunanncTos B



obnacTtu Ucnonb3oBaHUs Ons peann3aunm atak BO3MOXHOCTeN cucteMHoro MO, He onncaHHbIX
B OOKYyMEeHTauunn Ha CUCTEMHOE Mno.

18.2. Bo3MOXHOCTb pacnonarartb BCel LOKYMeHTauuen Ha annapaTHble N MPOorpaMmHble
KOMMNOHeHTbl CP.

18.3. BO3MOXHOCTb pacnonaratb BcemMu annaparHbiMu KoMnoHeHTamu cpeactea 3l un Cd.

19. B cnyyae peanusauun B cpenctee 31 pyHkumm nposepkn I 3neKTPOHHOro 4OKyMeHTa ¢
MCNONb30BaHMEM cepTudoukara knoya nposepkn Il ata peanusaumns OONXHA UCKTHOYUTb
BO3MO>XHOCTb npoBepkun A1 anekTpoHHOro fokymeHta 6e3 nposepkun 31 B cepTudpmkare
Kntoya nposepku Sl nnn 6e3 HanMums NONOXNTENBHOrO pe3ynbTarta nposepku Il B
cepTudpmkaTte knoya nposepkm Il1.

20. Mpwu paspaboTke cpencts Al fONXKHbI MICNONb30BaTLCS KPUNTOrpaduyeckme anropuTMel,
YTBEPXOEHHbIE B KA4YEeCTBE roCy4apCTBEHHbIX CTAHOAPTOB NN NMEKOLLME NONOXUTENTbHOE
3akntoyeHne ®CH Poccum no peaynbTataM Ux SKCNEPTHbIX KpUNTOrpagmnyeckmnx
nccnenoBaHuUm <*>.

<*> MoanyHkT 25 nyHkTa 9 MNMonoxeHns o PenepanoHoii cnyxbe 6eaonacHocTy Poccuiickor
denepaunn, yteepxaeHHoro Ykasom lNpeangeHta Poccuinckon depepaumm ot 11 asrycra
2003 r. N 960 (CobpaHue 3akoHopaTtenbctea Poccuiickon @enepaunn, 2003, N 33, 1. 3254;
2004, N 28, c1.2883; 2005, N 36, cT. 3665; N 49, c1. 5200; 2006, N 25, cT. 2699; N 31 (4. I), CT.
3463;2007,N 1 (4.1),cT.205; N 49, cT. 6133; N 53, cT. 6554; 2008, N 36, cT.4087; N 43, CT.
4921;N 47,c1.5431;2010,N 17, cT.2054; N 20, c1. 2435;2011,N 2, cT1.267; N 9, cT. 1222)
(nanee - NMNonoxeHne o PCH Poccun).

21. VIHXXeHepHo-KpunTorpadunyeckas 3awmra cpeactaa 91 gonxHa NCKNoUYNTb cobbITUS,
npMBOASAWME K BO3MOXHOCTMN NPOBEAEHNS YCMELHbIX aTakK B YCNOBUSIX BO3MOXHbIX
HencnpaBHOCTEN nnmn cboeB annapaTHOro KOMMoHeHTa cpencTtea A nam annapaTHOro
komnoHeHTa CBT, Ha KOTOPOM peanna3oBaHo NporpamMmHoe cpeacTtso IM1.

22. B cpeactee O gonxHbl 6biTb peann3oBaHbl TONbKO 3a4aHHble B T3 Ha pa3paboTky
(MopepHusaumio) cpenctea Il anropntMmbl PyHKUMOHMPOBaHUSA cpeactea Il1.

23. [NporpaMMHbIi KOMNOHEHT cpeacTea Il (B cnyyae HanNM4Ma NPorpaMMHOro KOMMOHEHTa
cpenctea A1) [onXeH yooBNeTBOPSAThL CNeayowmnM TpeboBaHnaM:

- 06 EKTHbI (3arpy304Hblii) KoL NPOrPaMMHOr0 KOMMOHEHTa cpencTtea Al nonxeH
COOTBETCTBOBATb €ro UICXOQHOMY TEKCTY;

- B NPOrpaMMHOM KOMMNOHeHTe cpeactea Il f4onXHbl UICNONb30BaTbCS NpK peanusauunm
TONbKO ONUCaHHbIE B LOKYMEHTaUMN OyHKUMM NPOrpamMMHOI cpelbl, B KOTOPOWA
yHKLUMOHMPYeT cpencteo IlT;

- B ICXOLHbIX TEKCTax NporpamMMHOro komnoHeHTa cpenctsa 3l 0ONXHbI OTCYyTCTBOBATb
BO3MOXHOCTU, MO3BONSAIOWME MOANULMPOBATD UK NCKaXaTb anroputm paboTbl cpenctea
9I1 B npouecce ero ucnonb3oBaHWs, MOAMMOULMPOBATL UK UCKaXaTb MHGOPMALMOHHbBIE NN
ynpasnstowme NoTOKN 1 NPOLECCHI, CBA3aHHbIE C PYHKLUMOHUPOBaHneM cpeactea I, n
nony4yatb HapywuUTensam OOCTYN K XpaHSLWeNCcs B OTKPbITOM BUAE KHOYEBOW,
NOEHTUMPUKAUNOHHOK 1 (MNKN) ayTEHTUMUMPYIOWen nHcpopmauun cpenctea 3l1;

- 3HAYEHNSt BXOOHbIX 1 BHYTPEHHUX NapaMeTpoB, a TakXXe 3HaYeHns NapamMeTpoB HAaCTPOekK



nporpamMMHOro komrnoHeHTa cpeacTea 9l He 0ONXHbI HEraTUBHO BANSTb HA €ro
O YHKLMOHMPOBAHME.

24. B cnyyae nnaHnpoBaHuns pasmelleHms cpencts 91 B nOMewWweHnsx, B KOTOPbIX
NPUCYTCTBYET peyeBasi akycTuyeckas v BusyanbHas nHgopmaums, cogepxallas ceeaeHus,
COCTaBNSAOWME roCynapCTBEHHYIO TaiHy, 1 (unn) yctaHoBneHbl AC n cnctembl nprema,
nepenayv, 06paboTku, XxpaHeHns n oTobpaxeHns nHcpopmaumm, Cogepxallein ceeaeHms,
cocTasnsowme rocynapcTseHHyto TanHy, AC nHoCTpaHHOro Npou3BoACTBa, BXOASIWME B
coctas cpencTs A1, LonXHbl 6bITb NOABEPrHY Thl MPOBEPKAM MO BbISIBNIEHNIO YCTPOWCTB,
npenHasHa4YeHHbIX ANs HernacHoro nony4yeHus Hgopmaumn.

B cnyyae nnaHupoBaHus pasmelleHus cpencts 31 B NOMeLeHnsIX, B KOTOPbIX OTCYTCTBYeT
peyeBas akyctmyeckas 1 Bu3yanbHasa nHgopmaums, cogepxatias cesegeHns, coctasngatoume
rocyapCTBEHHYIO TalHy, 1 He ycTaHoBneHbl AC 1 cuctembl npuema, nepenayun, obpaborku,
XpaHeHUst N 0TobpaxXeHns MHopMaLmn, CoaepXallein CBeAeHNs, COCTaBNSoWme
rocy4apCTBEHHYIO TarHy:

- peweHue o nposedeHun nposepok AC MHOCTPAHHOro NPON3BOACTBA, BXOASWMX B COCTaB
cpencts 3l knaccos KC1, KC2,KC3, KB1 1 KB2, npuHnmaeTcs opraHusauven,
obecneunBatower akcnayaTaumio aaHHbIx cpencts OlT;

- npoBepkn AC MHOCTpaHHOro NPon3BOACTBA, BXOASWMX B cocTas cpencts Ol knacca KA1,
npoBoOsiTca B 0653aT€N1bHOM NOpPSaKe.

25. Cpencteo Il 0onXHO NpoBOAUTb ayTeHTMdUKaumo cybbekToB goctyna (nmu, NpoLeccos)
K 9TOMY CpPeaCTBY, NpWn 3TOM:

- MpW OCyLEeCTBNEHUN focTyna K cpenctsy Ol ayTeHTudmkaums cybbekta goctyna ooxHa
NPOBOAMTBLCS [0 HAaYasna BbINONHEHMS NEPBOro OyHKLUMOHaNbHoro Mmoaynst cpeactea All;

- MEXAHW3Mbl 2y TEHTUMKaUMM [ONXKHbI 6N10KMPOBATL AOCTYN 3TUX CyObEKTOB K PYHKLMSAM
cpenctea 31 npu oTpuuaTenbHOM pesdynbtate ayTeHTuukaumm.

26. Cpencteo 31 4ONXHO NPOBOAUTL ayTEHTUGUKALMIO NNLL, OCYLLECTBASIOWMX NOKANbHbINA
noctyn k cpepcTay 1.

27. HeobxoaoumocTb npoBeaeHusi cpeactsom 9l ayTeHTUdMKaLMM NPOLECCOB,
OCYLLECTBNSAOWMNX NOKANbHbIA NN yOaNEHHbI (CeTeBoi) oocTyn kK cpenctry A1, ykasbiBaeTcs
B T3 Ha paspaboTky (MooepHu3aumio) cpeactea Ol1.

28. [1na noboro Bxoasiwero B cpencTso A MexaHnaMa ayTeHTMGMKaLMM OONXEH ObITb
peann3oBaH MEXaHN3M OrpaHNyYeHNs KONMYEeCTBa Cneayowmx noapsaa nonbITok
ayTeHTUuKaumm ogHoro cybbekTa 4ocTyna, YACno KOTopbiX He OONXHO 6biTb 6onblwe 10,
Mpw NpeBbiWeHUN Ynucna cneayowmx Noapsaa nonbliToK ayTeHTUMKAUMN 0AHOro cybbekTa
LOCTyna yCTaHOBNEHHOro NpeaebHOro 3Ha4eHUst 4OCTyn aToro cy6bekTta k cpencTay Ol
nonXeH 61oknpoBaTbCs Ha 3aAaHHbIi B T3 Ha pa3paboTky (MonepHusaumio) cpeactea Il
NPOMEXYTOK BPEMEHMN.

29. B cpenctee Ol gonxeH bbiTb peann3oBaH MexaHnaM (Npoueaypa) KOHTPONS LeNOCTHOCTH
cpeactea 3l un Ch.

KOHTpOJ'Ib LUEeNTOCTHOCTN MOXET OCYLWLEeCTBNATbCA:



- B Hayane paboTbl co cpeactesom Al no nepexona CBT, B KOTOPOM peanns3oBaHoO CPeacTBO
3I1, B paboyee cocTosiHME (HanpuMep, 40 3arpy3ku onepaumoHHon cuctemol CBT);

- B XO[€e pernaMmeHTHbIX NpoBepok cpencTtea Ol Ha MecTax akcnnyataumm (per naMmeHTHbIN
KOHTPO/Nb);

- B aBTOMATMYECKOM peXxunme B npouecce oyHKUMOHMpoBaHus cpeactea Il (anHammyeckui
KOHTPO/b).

KOHTPO/b LLENOCTHOCTM NONMXEH NPOBOAUTLCS B HaYane paboTbl co cpencteom IlT.
MexaHun3M pernaMmeHTHOro KOHTPONSA LeNOCTHOCTY AONXEH BXOAMTb B cocTas cpeacTs Ill.

30. Ons cpencte Al knaccos KC1 n KC2 HeobxoanmMocTb NpeabsiBneHust TpeboBaHuii K
yrnpasneHno 4OCTYMNOM 1 OYNCTKE NaMATK, a TaKXe UX cogepxaHue ykasbieatca B T3 Ha
pa3paboTky (MooepHM3auuio) cpeactea Il1.

31.B coctaBs cpencts 3l knaccos KC3, KB1, KB2 n KA1 nnn C® nonxHbl BXOAUTb
KOMIMOHEHTbI, obecneymBatowme:

- ynpaBneHne AOCTYNoM CybbekTOB K Pa3iMyHbIM KOMMOHEHTAM 1 (MN11) LeNeBbiM OYHKLIMAM
cpeanctea 3l n CP Ha ocHOBE NapaMeTpoB, 3afaHHbIX aAMUHUCTPATOPOM U
npoussoamnTenem cpenctea Il (TpeboBaHUS K ykazaHHOMY KOMMOHEHTY ONpPeaensoTcs v
060CHOBbBIBAIOTCA OpraHu3aumein, npoBoaswein nccnegoarmsa cpeactea 9l ¢ uenbio oueHKM
cooTBeTcTBMSA cpenctea Al HacToswmm TpeboBaHUsM);

- OYMCTKY OnepaTUBHOM N BHELWHEN NaMaTu, NCNonb3yemoi cpeactsom 31 ong xpaHeHus
3awwmwaemor nHcpopmaumm, npy oceoboxaeHnmn (nepepacnpeneneHnn) namMmaT NyTem 3anncu
Mackupyrowen nHgopMaLmm (CnyvyanHom nnm ncesaocnyyamnHom nocnenoBaTeibHOCTH
CVIMBO/IOB) B MaMAThb.

32. B cocTas cpeacts 3l knaccos KB2 n KA1 nnn CPD gonxHbl BXOANTb KOMMOHEHTHI,
obecneunBatowme 3KCTPEHHOE CTUPaHME 3alWmnLAeMoin NHoPMaLUN OrPaHMYEHHOro 4OCTYNa.
TpeboBaHust K peannsaumm n HageXXHoOCTN cTUpaHus 3apatTcs B T3 Ha pa3paboTky
(MopepHusaumio) cpeanctaa Ol.

33. Ons cpencte Al knaccos KC1 n KC2 HeobxoanmMocTb NpeabsiBneHust TpeboBaHuii K
perncTpaumm cobbiTUin 1 Nx coaepXaHne ykasbiBatotcst B T3 Ha paspaboTky (MoaepHM3aumio)
cpeactea 3ll.

35. XypHan peructpauum cobbiTnii 4ONXeH BblTb AOCTYNEH TONBKO NUUaM, onpeaeneHHbIM
onepaTopoM NH(OPMALMOHHOM CUCTEMBI, B KOTOPOW MCMONb3yeTcs cpeactso 3, nnm
YyNONHOMOYEHHbBIMM UM nnuamu. Mpy 3TOM OOCTYN K XypHany pernctpaumm cobbiTuin 4ONXeH
OCYLLECTBNATbLCA TONbKO A1 NPOCMOTpa 3annucen n ons nepemMelleHns coaepXnmoro
XypHana pernctpaumm cobblTUil HA apXMBHbIE HOCUTENN.

36. Cpok pencteus knoya nposepkn I He fonXeH npeBbilwaTb CPOK AencTBma Knoya Il
6onee yem Ha 15 ner.

37. TpeboBaHUs K MEXAHM3MY KOHTPONS CpOoKa UCMonb3oBaHus ktoda A1, 6Gnokmpytowero
paboTy cpenctsa 3l B cnyyae NonbITKN MCNONMb30BAHNS K/oYa AOJblUe 3a4aHHOM0 CPOKa,
onpegnensaioTcs paspaboTunkom cpenctsa Ol n 060CHOBLIBAIOTCS OpraHn3aumnen, NpoBoasiLen
nccnenosaHus cpenctsea Il € LUenbo OUEHKN COOTBETCTBUSA cpeacTea Il HacToAWNM



TpeboBaHuMsM.

38. KpunTorpaduyeckme npoTokonbl, 0becneymsatowme onepaumm ¢ KNo4eBoin MHgopMaume
cpenctsa A, nonxHbl 6blTb peann3oBaHbl HENOCPEACTBEHHO B cpeacTtae O,

39. NccneposaHns cpencts 3l ¢ Lenbio OLEeHKN COOTBETCTBMSA cpencTs IOl HacToAwmM
TpeboBaHMAM [ONXHbI NPOBOANTLCS C NCMONb30BaHUEM padpabatbiBaembix PCB Poccun
YMCNOBbIX 3HAYEHWI NapaMeTPOB 1 XapakTepuCcTUK peannsyemblx B cpeactaeax 1 mexaHn3moB
3awnTbl U annapaTtHbIX 1 MPOrpaMMHbIX KOMNOHEHTOB CP <*>.

<*>MNoanyHkT 47 nyHkTa 9 MNonoxeHns o ®CB Poccuu.

MNpunoxxeHme N 2 K npukasy ®Cb Poccumn oT 27 nekabps
2011 r. N 796 TPEBOBAHNA K CPECTBAM
YOOCTOBEPAIOLLEIO LUEHTPA

. Obw e NnonoXKeHuns

1. Hactoswme TpebosaHus paspaboTaHbl B cOOTBETCTBUN ¢ DefepanbHbIM 3aKOHOM OT 6
anpens 2011 r. N 63-d3 "O6 anekTpoHHO noanucu" (nanee - denepanbHblii 3aKOH).

2. B HacTosawmx TpeboBaHMax NCMONb3YOTCSA CNeaytowme OCHOBHbIE MOHATUS, ONpeaeneHHble
B CcTatbe 2 denepanbHOro 3aKkoHa:

1) anekTpoHHasa noanuck (oanee - A1) - UHPoOpMaLmMsa B 3NEKTPOHHOM hopMe, KoTopas
npucoeanHeHa K Apyron HgopMaLmm B 3NeKTPOHHOM oopMe (MoAnncbiBaeMorn nHgopmaLmm)
NN NHBIM 06pa30M CBA3aHAa C Takol nHopMaumen n KoTopas UCNoNb3yeTca ANs
onpeneneHns nuua, NoAnuchiBaloWwero NHopMaLuio;

2) yoocTtoBepsiowmin LeHTp (ganee - YL) - topuanyeckoe nuuo nnv MHANBUAYyanbHbIn
npeanpuHUMaTenb, OCyLWEeCTBASOWME PYHKUUN MO CO30aHUIO N Bblaye cepTudnkaTos
Kntoyen nposepkmn 31, a TakXe nHble PyHKUUN, NpeanyCcMOTpeHHble DeaepanbHbIM 3aKOHOM;

3) cpenctea 3l - wmdposanbHbIe (KpUNTOrpadryeckue) cpeacTea, UCNoNb3yemble AN4
peanusaummn xoTs 6bl 04HON U3 cnedyowmx dyHKUKMA - co3gaHue II1, npoeepka 31, cosnaHne
kntoya Il n kntoya nposepku IIT;

4) kntoy 3l - yHMKanbHas nocnenoBaTenbHOCTb CUMBOJIOB, NMPeHa3HaYeHHas ons co3naHus
all;

5) kntoy nposepkun Sl - yHMKanbHas nocnefoBaTelbHOCTb CUMBOJIOB, 0AHO3HAYHO CBA3aHHASA
c kntoyom Il v npegHasHavyeHHas onsg nposepku nognmHHocty IOl (nanee - nposepka 9I);

6) cepTmdomkart knoya Nnposepkn Sl - 3NEKTPOHHbIA LOKYMEHT UM OOKYMEHT Ha OyMa>kHOM
HocuTene, BolaaHHble YL nmbo nosepeHHbiM nuuom YL, n noateepxaatrowme npuHaaneXHocTb
kntoya nposepkun Il BnagensLy ceptudurkara knwoda nposepkun 3ll;

7) KBanumumpoBaHHbI cepTudomkat knoda nposepkmn 31 (ganee - kKBanMOUUNPOBAHHbIN
cepTudpukar) - ceptTugumkar Knoya nposepkun 3, BbiAaHHbBIA akkpeanToBaHHbIM YL nnn
LLOBEPEHHBIM NULIOM akkpeauToBaHHoro YL nmbo goenepanbHbIM OpraHoM UCMONHUTENbHO
BNacTu, ynonHOMOYEHHbIM B cdoepe ucrnonb3osaHns Il (panee - ynoNnHOMOYEHHbI
doenepanbHbIi opraH);



8) Bnaneneuy ceptudpmkarta knoya nposepkmn 31 - nMuo, KOTOPOMY B YCTAHOB/IEHHOM
depepanbHbIM 3aKOHOM NopsLKe BblAaH cepTudomkart knoya nposepku IlT;

9) akkpeautauma YL - npuaHaHue ynonHOMOYEHHbIM doefeparnbHbiM OpraHoM COOTBETCTBUS
YL, TpeboBaHnsam ®enepanbHOro 3aKoHa;

10) cpenctea YL - annapaTtHble 1 (M1n) NporpaMMHbie CPeaCcTBa, UCMNONb3yeMble A4
peanusaumm yHKumn YL;

11) y4acTHMKM 3NEKTPOHHOro B3aMMO4ENCTBUS - OCyLlecTBnsowmne obMeH nHdpopmaumein B
3NEeKTPOHHOW OOpMe rocynapCTBEHHbIE OpraHbl, OpraHbl MECTHOIO CaMOYyMNpPaBIeHNs,
opraHusauum, a Takxe rpaxaaHe.

3. HacTtoswme TpeboBaHus ycTaHaBNMBAKOT CTPYKTYPY M coaepXxaHue TpeboBaHuii K
cpeancteam YLI.

4. Hactoswme TpeboBaHMsa npegHa3HayYeHbl AN 3aKa34ymkoB 1 paspaboTymnkos
pa3pabaTbiBaeMblx (MooepHU3NPyeMbIx) cpencts YL, npu nx B3ammonenctsmm mexny coboi, ¢
opraHnsaumsiMu, NPOBOASIWNMU KPUNTOrpagonyeckmne, MHXeHepHo-KpUnTorpadnyeckue n
crneuvanbHble uccnegosanms cpencts YL, ®CB Poccun, ocywecTtengsiowen noatsepxaeHme
cooTBeTCcTBMA cpenctB YL HacToswmm TpeboBaHmsM.

5. Hactosawwme TpeboBaHus pacnpocTpaHsaioTca Ha cpeactea YL, npeaHa3HavyeHHble ans
MCNoNb30BaHMA Ha TeppuTopun Poccuickon denepaumn.

6. K cpencteam YL B yacTu nx paspaboTtku, NPpON3BOACTBA, peanm3aumm 1 akcniayataumm
npenbsaBnsoTcs TpeboBaHns, 3akpenneHHble MonoxeHnem o paspaboTke, NPON3BOACTBE,
peanusauumn n sKkcnnyataumm WwngposanbHbIX (KPUNTorpaguyecknx) CpeacTs 3alnThbl
nHgoopmauum (Monoxenmne MNMK3-2005), ytBepxaeHHbIM npukasdoM ®CH Poccum ot 9 dheBpans
2005 . N 66 <*> (c nsmeHeHuamun, BHeceHHbIMK npukasom ®CE Poccum o1 12 anpensa 2010 r. N
173 <™>), ona wmudppoBanbHbIX (KpUATOrpadouyeckmx) CpeacTs 3awmTbl MHopMauun (nanee -
CK3W) c orpaHnyeHHbIM OCTYMNOM, HE CoAepXalleln CBeAEHNIA, COCTaBNSAIOWMX
rocy4apCTBEHHYIO TanHy.

<*> 3apeructpuposaH MuHioctom Poccun 3 mapta 2005 r., pernctpaumoHHbii N 6382.

<**> 3apeructpuposaH MuHiocToM Poccun 25 masa 2010 r., peructpaumnoHHbii N 17350.
Il. TpeboBaHUs K cpencream YL,

7. Cpenctea YL, nonXHbl NPOTUBOCTOSAThL yrpo3am, NpeacTasnstowmm cobo
LueneHanpas/ieHHble 0eNCTBMSA C UCMOIb30BaHNEM annapaTHbIX 1 (MNK1) NPOrpamMMHbIX CPeaCcTB
C LieNbio HAPYLIEHUSI MHXEHEPHO-TEXHNYECKO 1 KpunTorpagunyeckor 6e3onacHoCTy CpeacTB
YL, vnu ¢ uenbto cos3ngaHns ycnosuin ong aToro (nanee - ataka).

8. B 3aBucuMMOCTN OT cnocobHOCTER NPOTUBOCTOATL atakaM cpeacTtea YL nogpasnenstotcs Ha
Knaccbl <*>.

<*> Heobxoaumblii knacc paspabaTbiBaeMblx (MooepHU3npyemblx) cpeacts YL onpenensietcs
3akasunkoM (paspaboTtumnkom) cpeacts YL nyTeM onpeneneHms BO3MOXHOCTEN OCYLECTBNSATb
cosnaHune cnocoboB atak, NoAroTOBKY 1 NPOBEAEHME aTak Ha OCHOBE NyHKTOB 9 - 14
HacToawmx TpeboBaHUA N yka3blBAeTCSA B TAKTUKO-TEXHUYECKOM 3a4aHNN UNIN TEXHNYECKOM



3aaHn1 Ha NPoBeaeHNe ONbITHO-KOHCTPYKTOPCKOM paboTbl UM COCTABHOW YaCcTW ONbITHO-
KOHCTPYKTOpPCKOW paboTbl No paspaboTtke (MogepHusaumm) cpencts YL (nanee - T3 Ha
pa3paboTky (MooepHm3auuo) cpencts YL).

9. Cpenctea YL knacca KC1 npoTuBoCcTOAT atakam, npy co3naHmm cnocobos, NoaroToBKe U
NPOBEeLEHUN KOTOPbIX MCNOSb3YIOTCS Cneayowme BO3MOXHOCTHN:

9.1. MoaroToBka v NPOBeLEHNE aTak N3BHE NPOCTPAHCTBA, B Npeaenax KoToporo
OCYLEeCTBNAETCS KOHTPO/b 3a NPebbiBaHNEM 1 AEACTBUAMMN NULL U (M) TPAHCMOPTHbIX
CPeLCTB (Lanee - KOHTPoAMpyemas 30Ha).

9.2.MoaroTtoBka 1 NpoBeLeHNe aTak 6€3 NCnonb30BaHUs 4OCTyNa K PyHKUMOHANbHBIM
BO3MO>XHOCTSIM MPOrpaMMHo-annapaTHbIX CpeACTB B3anmoenicTans ¢ YLI.

9.3. CaMocTOSITENbHOE OCYLWECTBEHME co34aHmMs cnocoboB aTak, MOAroTOBKM 1 MPOBEAEHUS
aTak Ha cnegytowme 06 bekTbl:

- BoKyMeHTaumo Ha cpeacTea YL;

- 3alWMIaeMble 3NIEKTPOHHbIE JOKYMEHThI;

- KNTIOYEBYIO, 2y TEHTUULNPYIOLLYIO U NAPOobHY0 MHA OpMaLnio;
- cpeacTea YL, nx nporpaMMHbie 1 annapaTtHble€ KOMMOHEHTDI;

- IaHHble, NepefaBaeMble Mo KaHanam CBa3u;

- NOMELLEHUSI, B KOTOPbIX HAX0AATCA annapaTHble cpeacTea (aanee - AC), Ha KOTOpbIX
peanuaoBaHbl cpencTsa YL, a Takxe gpyrve 3awmaemblie pecypcbl MHGOPMaLMOHHOA
CUCTEMBI.

9.4. BHeceHve Ha aTanax pa3paboTku, NPON3BOACTBA, XPAHEHWS, TPAHCMOPTUPOBKU 1 BBOLA B
skcnnyartaumio cpeacts YL

- HEraTMBHbIX PYHKLIMOHANbHbLIX BO3MOXHOCTEN B cpeactaa YL, B ToM uncne ¢
NCNONb30BaHMEM BPELOHOCHbBIX MPOrpamMm;

- HECaHKLUMOHMPOBAHHbIX UBMEHEHWI B JOKYMEHTauUMo Ha cpeacTea YL.
9.5. lNonyyeHune cnenyouwen MHpopMaLnK:

- 06Wwwux ceBeaeHnin 06 MHOPMaLIMOHHO cUCTEeMe, B KOTOPOI ncnonb3ytoTesa cpeactsa YL
(HasHa4yeHue, cocTae, 06 bEKThI, B KOTOPbIX pa3MeLleHbl pecypcbl MHPOPMALMOHHO CUCTEMbI);

- cBeAeHui 06 MHPOPMaLMOHHBIX TEXHONOrnaX, 6adax gaHHbix, AC, nporpaMMHOM
obecneyeHun (aanee - NO), NCNONb3yeMblx B UH(POPMALIMOHHOM CUCTEME COBMECTHO CO
cpeancTteamu YL,

- CBEAEHWIN 0 O3MYECKMX Mepax 3awmnTbl 06 beKTOB, B KOTOPbIX pa3melleHbl cpeactaa YL;

- CBeAeHWIA 0 Mepax no obecneyeHunto 3aWwmnTbl KOHTPONMPYEMO 30HbI 06 bEKTOB
NHPOPMaLIMOHHON CUCTEMBI, B KOTOPO nCnonb3ytoTcs cpeactea YL,

- CBeOEeHUIN O Mepax no pasrpaHn4eHnio 0octyna B NoMelWeHns, B KOTOPbIX pa3MeLleHbl



cpeactea YL;

- coepxaHus Haxoasuweics B cB0604HOM 0OCTYNe TEXHNYECKON NOKYyMEeHTaumMmn Ha cpecTBa

YL;

- CBeeHuin 0 3aluaemMoin nHgpopmauum, NCNonb3yemMon B NpoLecce akcnnyaTaumm cpencTs
YU (BuAabl 3awmiaemoin nHgoopmaumm: cnyxebHas nHgopmaums, naponbHas u
ayTeHTnduuupyrowas nHgopmauus, KOHPUrypaumoHHas nHgopmauus, ynpasnstowas
nHopMaums, nHopmMaLms B ANEKTPOHHbBIX XypHanax perncrpauum; obme ceeeHmns o
CoLepXaHnn Kax4oro Bmaa 3awmilaemMon nHgopMaLmnm; xapakTepncTnkn 6e3onacHocT ans
Ka>,goro suga sawmiwaeMmon nHgopmaumu);

- BCEX BO3MOXHbIX AaHHbIX, NepegaBaeMblx B OTKPbITOM BUAE MO KaHanam CBSA3n, He
3almnLEeHHbIM OT HeCaHKUMOHMPOBaHHOro goctyna (aanee - HC ) k nHgpopmauun
OpraHn3aumoHHO-TEXHUYECKMMIN Mepamu;

- CBELEHWNIA O NTMHNSAX CBA3M, MO KOTOPLIM NepefaeTcs 3awmiaemas ¢ UCrnosib30BaHNEM
cpencte YU nHgpopmauus;

- cBeleHuin 060 Bcex NPOSIBNSIOWMXCS B KAHaNax cBsian, He 3awmweHHbix ot HC I k
NHpopMaUUmM OpraHnN3aunMoOHHO-TEXHUYECKUMU MEPaMU, HApPYLWEHNAX NpasBn aKkcnayaTaumm
cpeacts YU;

- cBeLleHMin 060 Bcex NPOSIBNSIOWMXCS B KAHanax cBsian, He 3awmweHHbix ot HC I k
NHCpopMaLMN OpraHn3aUMoHHO-TEXHUYECKMMI MepaMn, HENCNPaBHOCTSX U cbosix cpeacTs YL;

- CBEAEHWIA, NONyYaeMbIX B pe3ybTate aHannaa nobbix 4OCTYMHbIX ANs NepexBaTta CUrHanos
OT annapaTHbIX KOMNOHeHTOB cpeacTs YLI.

9.6. icnonb3oBaHue:

- Haxo4sWMXCS B CBOBOAHOM AOCTYNE UK 3a Npeaenamm KoHTponmpyemoit 3oHbl AC n MO,
BK/1t0Yas MpOrpamMMHbIe 1 annapaTHble KOMMNOHEHTbI cpencTs YLI;

- cneumanbHo paspaboTaHHbix AC u MO.

9.7. Ncnonb3oBaHune B kKa4eCcTBe KaHanoB atak He 3awmweHHbIx oT HC I k nHpopmaumm
OpraHn3aunoHHO-TEXHNYECKMMM MEpaMu KaHanoB CBA3U (Kak BHE KOHTPOJIMPYEMOW 30Hbl, TaK 1
B ee npepnenax), No KoTopbIM NepenaeTcs MHgopmauns, obpabaToiBaemas cpeacteamm YL,

10. Cpeactea YL knacca KC2 npoTMBOCTOSIT atakam, npu co3naHnmi cnocobos, NoaroToBke u
NpoBeOEeHNN KOTOPbIX NCNONb3YIOTCS Cneayowme BO3MOXHOCTHN:

10.1. BO3MOXHOCTW, NepeyncneHHble B noanyHkTax 9.3 - 9.7 HacToswmx TpeboBaHwWi.
10.2. [ogrotoska v NpoBeneHNe atak U3 KOHTPOIMPYEMO 30HbI.

10.3. MoaroToBka v npoBeeHne atak 6e3 ncnonb3osaHms noctyna k AC, Ha KOTopbIx
peanu3oBaHbl cpencrea YL.

10.4. icnonb3oBaHWe WTaTHbIX CPeACTB UHCPOPMALIMOHHOM CUCTEMbI, B KOTOPOM UCMONb3YOTCS
cpeacTea YL.

11. Cpeactea YU knacca KC3 npoTMBOCTOSIT atakam, npu co3naHnyi cnocobos, NoaroToBke u



NpoBEeLEHNM KOTOPbIX MCNONb3YIOTCS CReayowme BO3MOXHOCTH:
11.1. Bo3amoxHoCTK, nepeyncneHHble B noanyHkTax 10.1, 10.4 HacToswmx TpebosaHwiA.

11.2. [Mogrotoska v NpoBefeHNE atak U3-3a npeaenos KOHTPOMPYEMOW 30HbI C
MCNONb30BaHMEM OOCTYNa K PYHKUNOHANbHBIM BO3MOXHOCTSIM NPOrpamMMHO-annapaTtHbiX
cpencts B3ammoneinctems ¢ YL, Ha ocHOBe neranbHOro obnanaHms ayTeHTudmumpyowen
nHdopmaumein nnbo NOAroToBKa U NPOBEAEHNE aTak U3 KOHTPONMPYEMOW 30HbI C
ncnonb3osaHveM goctyna Kk AC, Ha KOTOpbIX peann3oBaHbl KOMMOHeHTh! YL, ¢ npaBamu nuua,
He SIBNSIOWEroCs YEHOM rpynmbl PU3NYecKmx nuL, yrnoaHOMOYEHHbIX MPOU3BOANTb
NHCTanNauunio, KOHUrypmposaHue n akcrnnyatauuo cpencts YL, KoHgurypmposaHue
npodonns n napameTpoB XypHana ayanta (PyHKLMM CUCTEMHOrO aAMUHUCTpaTopa),
apXvBMpPOBaHWE, PE3ePBHOE KOMMPOBAHME N BOCCTAHOBNEHNE UHpopMaLmm nocne cboes
(cbyHKUMK OnepaTopa), co3aaHne n aHHy MpoBaHue cepTndukaTtos Knoden nposepkn 3l
(CbyHKUMM afMMHMCTPATOpa cepTUdUKaLmm), NpoOCMOTP 1 NoAOepXKy XypHana ayauta
(CbyHKUMM agMMHUCTPATOpa ayauTa) (aanee - rpynna agMMHUCTPaTopoB cpeacTs YL) Hu
OJHOro U3 KOMNoHeHToB YLI.

11.3. O6nanaHne AC YL B 06 beMe, 3aBMCALLEM OT peann3oBaHHbIX Mep, HanpasBneHHbIX Ha
npenoTBpalleHne 1 npecevyeHne HeCaHKLMOHMPOBAHHbIX OENCTBUMN.

12. Cpenctea YU knacca KB1 npoTnBocTOSAT atakam, npu co3gaHum cnocobos, MOAroTOBKE U
NpoBeLEeHNN KOTOPbIX NCMONb3YIOTCS Cneayrowme BO3MOXHOCTU:

12.1. BO3MOXHOCTU, NepedncneHHble B noanyHktax 11.1 - 11.3 HacToswmx TpeboBaHMiA.

12.2. OcywecTBneHne co3gaHms cnocoboB 1 NOArOTOBKM aTtak C NPYBEYEHNEM CNELMANNCTOB,
nMetoWwmx onbIT paspaboTku n aHannsa CK3W YL (Bknoyas cneunanmuctos B 06nacT aHanuaa
CWrHanoB NMMHEHON Nepeaayn n cUrHanoB NOOOYHbIX 3NEKTPOMArHUTHBIX U3NTYYEHWIA U
HaBoook CK3U YLI).

12.3. MNpoBeneHne nabopaTtopHbix nccnenoBaHuin cpeacts YL, nicnonb3yemblix BHe
KOHTPONMPYEMOI 30HbI B 06 bEME, 3aBUCSILLEM OT Peann30BaHHbIX MEP, HAaNPaBEHHbIX Ha
npenoTepalieHne n npecevyeHne HecaHKLIMOHMPOBAHHbLIX OEACTBUMN.

13. Cpeactea YL knacca KB2 npoTnBoCcTOSAT atakam, Npu co3gaHum cnocobos, MOAroOTOBKE U
NpoBeOEHMM KOTOPbIX NCNOMb3YIOTCS CNeayowme BO3MOXHOCTH:

13.1. BO3MOXHOCTU, NepeyncneHHble B noanyHkTax 12.1 - 12.3 HacToswmx TpeboBaHMiA.

13.2. OcyLwecTBneHne co3aaHns crnocoboB 1 NOAroTOBKM aTak C NPUBNEYEHNEM CrieumnanncToB
B 061aCTU MCNONb30BaHNSA ONS peann3aummn atak HeleknapupoBaHHbIX BO3MOXHOCTE
npuknagHoro n cuctemHoro MoO.

13.3. lNMocTaHoBka paboT No co3naHmio cnocoboB 1 CPeacTB atak B Hay4YHO-UCCNen0BaTebCkuX
LeHTpax, cneumnannaupyowmxcs B obnactu paspaboTtkm n aHanusa cpencts YLI.

13.4. ObnafaHne ncxonHbIMK TeKCTamm npuknagHoro MO, npuMeHseMoro B MHCOOPMaLMOHHOM
cucTeme, B KOTOPO ucnonbaytotcsa cpeactea YL, n Haxonsweics B cBO60OHOM [OCTyNe
JoKyMeHTaumen.

14. Cpeactea YL knacca KA1 npoTnBoCcTOSAT atakam, Npu co3gaHum cnocobos, MOAroOTOBKE U
NpoBeOEHMNM KOTOPbIX NCNOMb3YIOTCS CNeayowme BO3MOXHOCTHN:



14.1. BO3MOXHOCTU, NepeyncneHHble B noanyHkTax 13.1 - 13.4 HacToswmx TpeboBaHuiA.

14.2. OcywecTBneHme co3gaHus cnocobos 1 NOAroTOBKM aTak C MPUBNEYEHUEM HAYYHO-
nccnenoBaTenbCKUX LEHTPOB, Creumnanmanpyowmxcs B obnactm paspabotku n aHannsa CK3U
1 B 06nacTu MCNoNb30BaHNS AN peanv3auny atak He4eKknapmpoBaHHbIX BO3MOXXHOCTEW
npuknagHoro n cuctemHoro MO.

14.3. ObnapaHune Bcei NoKyMeHTaumen Ha annapaTHble 1 NPOorpaMMHble KOMMOHEHTbLI CPeACTB

Y.
14.4. ObnanaHue BceMy annapaTHbIMU KOMMOHeHTamu cpencTs YL,

15. Cpenctea YL 00nXHbI 3KCNnyaTMpoBaThCs B COOTBETCTBMM C 9KCMNNyaTaLMOHHON
JoKyMmeHTauuen Ha cpeactea YL. Komnnekc opraHnaaumoHHO-TEXHNYECKUX MEPONPUATIIA No
obecneyeHnto 6e30nacHOro yHKUMoHNpoBaHus cpencTs YL nonxeH ObiTb ykasaH B
aKcrnnyaTaumoHHOW OOKyMeHTaumm Ha cpencTea YL.

16. Knacc cpencts 91, ncnonbayembix B cpencraax YL, nonxeH 6biTb He HUXe
cooTBeTcTBylowWwero knacca cpeacts YL. Knacc cpencts 9l1, ncnonbsyemoix B cpencrteax YL,
LONXeH ObITb yKa3aH B 9KCMNyaTaluMoHHON LOKyMeHTaummn Ha cpeactea YL,

Knacc CK3W, ncnonb3yembix B cpeacteax YL, BonXeH ObiTb HE HUXE COOTBETCTBYHOWETO
knacca cpencts YL. Knacc CK3W, ucnonbayembix B cpencteax YL, nonxeH 6biTb ykasaH B
SKCnnyaTauMoHHOM AOoKyMeHTauun Ha cpeacTea YLL.

17. Kaxnoe TpeboBaHue, npeabssnsemoe k cpencteam YL nioboro knacca, kpome KA1, nubo
npeabsasnsietcs kK cpencream YL cnepytowero knacca 6e3 namMeHeHwin (B 9TOM Criyy4ae OHO B
nepeyHe TpeboBaHwuii kK cpeacTeam YLl cnepytowero knacca He ykasbiBaeTcsl), nmbo
yXecTtouyaeTcs (B 3TOM crnyyae B nepeyHe TpeboBaHumii k cpencteam YL cnepytowero knacca
NPMBOAMTCS yXecToyeHHas doopMynmnpoeka). TpebosaHus k cpeacteam YL, cnenytowero
Knacca MoryT coepXaTb AOMNONHUTENbHblEe TpeboBaHUs, He Bxoaswme B TpeboBaHms K
cpencTeam YL npenbioywero knacca.

18. TpeboaHus k MO cpencts YLI:
18.1. TpebosaHusa ons cpencts YL knacca KC1:

- MO cpencTts YL, He gonxHO cogepxaTtb CpeacTs, MO3BONAIOWMX MOAMPULMPOBATL UK
nckaxartb anroputm paboTbl nporpammHbix cpencts n AC YL.

18.2. TpebosaHusa ons cpencts YL knacca KC2:

- npuknagHoe MO cpencts YL n CK3W, ncnonbayembix B YLI, LOAXHO NCNONb30BaThb TONLKO
NOKYMEHTMpoBaHHble cpyHKumn cuctemHoro MO.

18.3. TpebosaHusa ons cpeacts YL knacca KC3:

- cuctemHoe un npuknagHoe MO cpencTts YL nonxHo obecneunBaTb pasrpaHnyeHne goctyna
CUCTEMHOro agMuHucTpartopa cpencts YL, aonmMmHuctpatopa ceptudukaumm cpencts YL um
nmu, obecneymBaeMbix CUCTEMHbBIM aAMUHUCTPATOPOM cpencTs YL naoeHTngmumpyowein n
ayTeHTudumumnpyowen nHgopMaumnen n He ABNAIOWNXCA aAMUHUCTPATOPOM CepTUdnKaunm
cpeacts YL (nanee - nonb3oatenu cpeacts YL), kK nHdpopmauum, obpabatbiBaeMoii
cpeacteamu YL, Ha oCHOBaHUK NpaBun pasrpaHnyeHns 0ocTyna, 3agaHHblX CUCTEMHbIM



agMuHucTpaTopom cpencts YL;

- cuctemHoe v npuknagHoe MO cpeacte YL 0NXHO COOTBETCTBOBATL 4 YPOBHIO KOHTPONSA
OTCYTCTBMSA HeAEeKNapnpoBaHHbIX BO3MOXHOCTEN;

- cuctemHoe un npuknagHoe MO cpencts YL He 0onXHO cofepXaTtb U3BECTHbIX YSA3BMMOCTEN,
ony6MKoBaHHbIX B 00LWeN0CTYMHbIX UCTOYHMKAX;

- B cOCTaB cucTeMHoro u (nnn) npuknagHoro MO cpencts YL, 0oNXEH BXOAUTb MEXAHU3M,
obecrneymBaroLmii O4NCTKY ONEPaATUBHOW U BHEWHE NaMSATH, UCMOb3YEMON AN XpaHEeHMWS
NHGOopMaLUKM OrpaHNYEeHHOro 4ocTyna.

- UCXOHble TEKCTbI CUCTEMHOrO0 1 npuknagHoro MO cpeacts YL, 4ONXHBI NIPOATH NPOBEPKY
peannaaumm B HUX METO0B M CNOCOO0B 3aWMTbl MHGOPMaLIMK, MPOTMBOCTOSIWMX aTakaM, 4Ns
MOArOTOBKU M MPOBEAEHNS KOTOPbIX UCMOJIb3YHOTCA BO3MOXHOCTW, MEPEYNCTIEHHbIE B MYHKTaX
9 - 13 HacToswmx TpeboBaHwMiA;

- NCXOOHble TEKCTbl CUCTEMHOIO U NPUKNanHOro MO ponXxHsol I'IpOI7ITI/| NnpoBepKy Ha OTCYyTCTBUE
HedeKnapupoBaHHbIX BO3MOXHOCTEMN;

- cuctemHoe un npuknagHoe MO fonXHO BbiTb YCTONYMBO K KOMMbIOTEPHBIM aTakaM U3 BHEWHNX
ceTen.

18.6. TpebosaHusa ons cpencts YL knacca KA1:

- ICXOOHbIE TEKCTbI cMcTeMHOro u npuknagHoro MO cpencts YL nonxHbl nponTtn
chopManbHyo BEpMGMKALMIO peann3aumm B HUX METOL0B M CNOCOO0B 3almTbl MHopMaumu,
NPOTUBOCTOSWMX aTakam, Ans NOAroTOBKM U MPOBEAEHMS KOTOPbIX UCMONb3YHOTCS
BO3MO>XHOCTU, NepeyYncneHHble B nyHkTax 9 - 14 Hactoswmx TpeboBaHwii, a TakXxe OTCYyTCTBUS
B HUX HeOeKNapMpOBaHHbIX BO3MOXHOCTENR.

19. TpebosaHus k AC YL:

19.1. B cnyyae nnaHupoBaHusi pasmelieHnst AC YL B noMelleHnsx, B KOTOPbIX NPUCYTCTBYET
peyeBas akycTmyeckas v BudyasnbHasi MHGpopMauus, coaepxallias cBefeHuns, CocTaBnsowme
roCy4apCTBEHHYIO TaliHy, 1 (UNK) yCTAaHOBMEHbl TEXHNYECKME CPEeCTBa U CUCTEMbI NpreMa,
nepenayun, 0bpaboTku, XxpaHeHns 1 oTobpaxxeHns nHdopmaumm, coaepXxalen cBeaeHus,
COCTaBNsoWMeE rocy4apCTBEHHYIO TaiHy, TEXHMYeCcKMe cpeacTBa MHOCTPaHHOro
Npoun3BOACTBa, BXxoaswme B coctas cpeacTs YL, 0onXxHbl 6biTb NOABEPrHYTbl MPOBEPKAM Mo
BbISIBNEHWIO YCTPOWCTB, NPedHa3HAYeHHbIX ANS HET TaCHOroO NoJy4YeHNs MHPopMaLIMK, a Takxe
NCCneaoBaHUsIM Ha COOTBETCTBME TPeBoBaHMSIM MO 3aWNUTE OT YTEUYKN MHADopMaummn no
KaHanam noboYHbIX 31eKTPOMAarHUTHbIX U31yYeHWn U HABOLOK B COOTBETCTBUM C KaTeropuer
BblAENIEHHOr0 MOMELEHUS.

19.2. TpebosaHusa ons cpencts YL knacca KC1:

- NPOBOAUTCS NPOBEPKA COOTBETCTBUSA peanndaumm Lenesbix yHkumMni YL Ha 0CHOBE CUCTEMDI
TectoB AC YU.

19.3. TpebosaHus ans cpeacts YL knaccoe KC2, KC3, KB1, KB2 cosnagatoT ¢ TpeboBaHUSIMM
ans cpencts YL knacca KC1.

19.4. TpeboBaHusa ons cpencts YL knacca KA1:



- NpoBeAeHMe creumanbHOR NPOBEPKN TEXHNYECKUX CPeLCTB MHOCTPAHHOMO NPOU3BOACTBA,
Bxoasawmx B coctas AC YL, B Lensix BolSIBNEHUS yCTPOWCTB, NPeAHa3HaYEHHbIX 47151 HEr NacHoro
nony4YeHns nHcpopmaumu;

- npoBefeHne nonHon sepudpmkaumm AC (COBMECTHO C aHann3om nporpammHoro koga BIOS),
Ha KOTOpPbIX peanusytotcs cpenctea YL, ¢ uenbo ncknioyeHns HeratuBHbIX OYHKUNOHATbHbIX
BO3MOXHOCTEN.

20. TpeboBaHUs K PONEBOMY pasrpaHNYeHNIo:

20.1. [Lna obecneyeHust BbinonHeHns goyHkumin YL, cpeactea YL, nonxHbl nogaepxueatb
poneBoe pasrpaHuyeHne YneHoB rpynnbl aaMUHUCTPATopPoB cpeacTs YL.

20.2. Tpeboanus ans cpencts YL knacca KC1:
- BOJIXHbI 6bITb ONpPeaeneHbl CNUCOK POnel 1 pacnpeneneHme 0653aHHOCTER MEXAY PONSMY;

- CMNCOK ponei n pacnpeneneHne 06s3aHHOCTEN MeXAY PONSIMA OONXHbl ObiTb Yka3aHbl B
SKCnnyataumMoHHOM AOoKyMeHTauun Ha cpencTea YLI.

20.3. TpeboBaHusa ons cpencts YL knacca KC2 cosnanatot ¢ TpeboBaHmsmmu ons cpencts YL
knacca KC1.

20.4. Tpeboanus ons cpencts YL knacca KC3:
- cpencTea YL nonxHbl nogaepxuneatb cneaytowme obs3aTenbHble Pon:

1) CMCTEMHOr0 aAMUHMCTPATOPA C OCHOBHbIMM 06S13aHHOCTAMU UHCTANNSLMKN, KOHAPMUIypaLum n
noaAepXKN oyHKUMOHUPOBaHUS cpeacts YL, cosnaHust n nognepXxku npodouneit YneHos
rpynnbl aaMUHUCTPATOPOB cpencTs YL, KoHpurypaumum npodounnsa n napameTpoB XypHana
ayouTa;

2) aaMMHUCTpaTopa cepTUmUKaLMmn C OCHOBHbIMM 0693aHHOCTSAMMW: CO3AaHME W
aHHYNMpOBaHWe cepTUMKaToOB KNtoyen nposepkm IM;

- B cpeancteax YL, nonxeH 6biTb peanM3oBaH MeEXaHU3M, NCK/THOYHaoLWMIA BO3MOXHOCTb
aBTOpM3aunn 04HOr0 YneHa 13 rpynrbsl aaMUHUCTPaTOpPOoB cpeacTs YL anga BbinonHeHus
pasnnyHbIX Pponen.

20.5. Tpebosanus ans cpencts YL knacca KB1:

- cpeacTBa YL ponxHbl o6ecrneumBatb Hannyme obsisatenbHO pov onepaTopa ¢ OCHOBHbIMM
06513aHHOCTSIMU MO PE3ePBHOMY KOMMPOBAHWIO M BOCCTaHOBNEHMIO.

20.6. TpeboeaHust ans cpencts YL knacca KB2 cosnapatot ¢ TpeboaHnamu anst cpeacts YL
knacca KB1.

20.7. Tpebosanus onsa cpencts YL knacca KA1:

- cpencTea YL nonxHbl obecneunBatb Hanuune obs3atenbHOM ponv agMMHUCTpaTopa ayanta
C OCHOBHbIMY 06513aHHOCTSIMI: MPOCMOTP M NOAAEPXKA XypHana ayanTa;

- CUCTEMHbIN aAMUHUCTPATOP HE OONXEH UMETb BO3MOXHOCTW BHOCUTb N3MEHEHWS B XypHan
aymoura.



21. TpeboBaHus K LenocTHocTn cpencts YLI:

21.1. CpencTtea YL nonxHbl cogepXxaTb MEXaHM3M KOHTPO NS HECAHKLIMOHUPOBAHHOMO
CNy4YanHoro u (unun) NpegHaMepeHHOro NckaxeHuns (M3MeHeHns, Moandgukauumn) n (Mnwm)
paspyleHns nHgopmaumm, nporpammHbix cpeacts u AC YL (nanee - MexaHn3m KOHTPONS
LEeNoCTHOCTN).

21.2. TpeboBanus ans cpencts YL knacca KC1:

- TpeboBaHMsA K MEXAHN3MY KOHTPONS LeNOCTHOCTM AONXHbI OblTb yKasaHbl B T3 Ha
pa3paboTky (MoaepHm3aumio) cpencts YL;

- [ONXeH OblTb oNpefeneH NepnoL KOHTPONS LenoCTHOCTM NporpamMmHbix cpeacts n AC YL n
yKasaH B aKcnnyaTaumoHHON goKyMeHTaumn Ha cpenctea YL;

- KOHTPO/Ib LENOCTHOCTM NporpamMmMHbix cpeacts n AC YL nonxeH BbINOMHATLCA NpY KaXaown
nepesarpyske onepaumoHHon cuctemol (aanee - OC);

- OONXHbl UMETbCHA CpencTea BOCCTAHOBJ/IEHNA LENOCTHOCTU CpendcCTB yu.

21.3. TpeboaHus ons cpencts YL knacca KC2 cosnanatot ¢ TpebosaHusiMm ons cpencts YL
knacca KC1.

21.4. TpeboeaHust ans cpencts YL knacca KC3:

- KOHTPONb LENOCTHOCTUN OO/XEH BbINONHATLCS He pexe 1 pasa B CyTKM.
21.5. TpeboBanus ansa cpencts YL knacca KB1:

- KOHTPO/b LENOCTHOCTUN AONXEH BbINONHATLCA A0 3arpy3ku OC cpencts YLI.

21.6. TpeboaHus ans cpencts YL knacca KB2 cosnapatot ¢ TpeboBaHnsamm anst cpeacts YL
knacca KB1.

21.7. Tpeboeanust ans cpencts YL knacca KA1:

- KOHTPO/1b LIENNOCTHOCTM AONXKEH OCYLWECTBNATbCA AMHAMNYECKN NP OYHKLNOHNPOBaHNN
cpeancTs YL.

22. TpeboBaHUs K ynpaBneHnto OCTYMNOM:
22.1. Cpenctea YL nonxHbl obecneynsatb ynpaBneHne 4OCTYNOM.
22.2. TpeboBanus ans cpencts YL knacca KC1:

- DONXHbI ObITb ONpeneneHbl TpeboBaHNs K yrpaBneHnio AOCTYNOM M ykasaHbl B T3 Ha
pa3paboTky (MooepHm3auuo) cpencts YL.

22.3. TpeboeaHus ans cpencts YL knacca KC2 coenanatot ¢ TpebosaHusiMm onsi cpencts YL
knacca KC1.

22.4. TpeboBaHusa ons cpencts YL knacca KC3:

-B YLl nonxeH obecneumBaTbCs ANCKPELMOHHbIA NPUHLMM KOHTPOS AOCTYyna.



22.5. TpeboeaHust ans cpencts YL knacca KB1 coBnapatot ¢ TpeboBaHuamu anst cpeacts YL
knacca KC3.

22.6. TpeboBaHus gns cpencts YL knacca KB2:
- BONXHO ObITb 06ecneyeHo co3naHne 3amMkHyTOlM paboyeli cpenbl <*> cpencts YL.

<*> MporpamMmHas cpena, koTopasi 4OnyckaeT CyWeCcTBOBAHME B HEW TONbKO GOMKCMPOBAHHOTO
Habopa cyb6bekToB (Mporpamm, NPoLIEccoB).

22.7. TpeboBaHus ans cpencts YL knacca KA1:
-B YLl nonxeH obecneumBaTbCs MaHAATHbIA MPUHLMN KOHTPONS AOCTYNa;

- ons BBoAA Kntoya Sl agMmHUCTpartopa ceptucpmkaumm TpebyeTtcs He MeHee AByX
[OBEPEHHbIX UL <*>.

<*> Jluua, aBngowmecs YneHamm rpynnsl agMMHUCTPaTopoB cpeacTs YL n 3aBeioMo He
ABNSOWMECS HAPYLWNTENAMM.

23. TpeboBaHNs K MOEHTUEUKALUN N aYyTEHTUMKALMN:

23.1. lpeHTudpmrkaums n ayTeHTndukaums BknoYaioT B cebst pacnosHasaHve Nonb3oBaTtens
cpencts YL, uneHa rpynnbl agMuHUCTpaTopos cpencts YL, nnv npouecca n npoBepky nx
NoANMHHOCTUN. MexaHu3m ayTeHTudukaumm 0onxeH 610KkMpoBaTtb AOCTYN 3TUX CYObEKTOB K
dyHkumsam YL npu oTpuuatenbHOM pesynbTaTte ayTeHTUudunkaumm.

23.2. B cpenctBax YL ans noboi peannsoBaHHoOM npoueaypbl ayTEHTUAUKALMN LONIXEH ObITh
NPUMEHEH MEXaHU3M OrpaHnYeHns KoNnyecTea cneayowmx nogpsan nonbITok
ayTeHTudukaumm ogHoro cybbekta AocTyna, YUCno KOTOPbIX He [ONIXHO BbiTb 60Nbwe Tpex.
Mpw NpeBbIWEHMN YCna CneayoWwmx NoApsS A NoNbITOK ayTeHTUUKaUMm 04HOro cybbekTa
LOCTyNna yCTaHOB/IEHHOr 0 NPeAeNIbHOro 3Ha4YeHNs 4OCTYN 3Toro cybbekTa AocTyna K
cpeancteaM YL, nonxeH 6biTb 3a6N0KMPOBaH Ha NPOMEXYTOK BPEMEHM, KOTOPbIA yKka3biBaeTcs
B T3 Ha paspaboTky (MooepHusaumio) cpeacts YLI.

23.3. TpeboBanus onga cpencts YL knacca KC1:

- onNuncaHve npouenypbl pernctpaumm nonb3osarenen cpencts YL (BHeceHnsa naHHbIX B peecTp
nonb3osatenen cpeacts YL) nonxHo cogepxaTtbcs B 9KCNnyaTauMOHHON AOKYMEHTaunn Ha
cpencTea YL;

- NS BCEX NWL, OCYLECTBASOWMX JOCTYN K cpeacTteam YL, nonxHa npoBOAUTbLCS
ayTeHTudpmkaums. lNpu aToM gonyckaeTcs orpaHUYNTbCA UCNONb30BAHMEM AN
ayTeHTurKaumm T0/IbKO CUMBOJIbHOr0 NeproanNYeCcKkn U3MEHSIOIWEroca Napons u3 He MeHee
4yem 8 CMMBONOB NPY MOWHOCTK andaenTa He meHee 36 cCUMBONOB. [lepnoa n3MeHeHUs Napons
He [ONXeH OblTb 60Nblue 6 MecsLeB.

23.4. TpeboaHus ans cpencts YL knacca KC2:

- He0H6X0AMMOCTb NpeabsBNeHUs nonb3oBaTtenem cpeacts YL, npu ero permctpaumm
LLOKYMEHTOB, yAOCTOBEPSIOWMX IMYHOCTb, AOXKHA OblTb OTpaXeHa B aKCrnnyaTaunoHHOW
NoKyMeHTaumm Ha cpeacTtea YLU;

- ONs BCex nonb3osaTtenein cpeacts YL, gonyckaeTcs MCNonb3oBaHWe MEXAHN3MOB Y aaNeHHOM



ayTeHTudomkauun. CneunanbHble XapakKTepucTmukn MmexaHm3moB y,ﬂ,aJ'IGHHOIZ ayTeHTudomnkauum
JOTXHbI 6bITb noaTBep>XAeHbl B paMKax rnposeneHns npoBepkn COOTBETCTBUA CpPenCcTB YL n
06bekToB MH(popmaTmM3aunm, NCNoNb3yoLWMX JaHHble CpeacTBa, HACTOSAWUM Tpe6OBaHI/I$IM;

- NPV OCYLLECTBNEHUN NOKANIbHOro 4OCTyNna K cpeacTteam YL ayTeHTudpmkaums 4yneHos rpynmnbi
agMuHucTpaTopoB cpencTs YL nonxHa BeINONHSATLCS A0 Nepexona B paboyee COCTOSIHME 3TUX
cpeacts YL (Hanpumep, oo 3arpy3ku 6asosoit OC).

23.5. TpebosaHusa ans cpencts YL knacca KC3:

- B cpeancteax YL, nonxeH 6biTb peanM3oBaH MeXaHn3m ayTEHTUUKALMN TOKAbHbIX
nonb3oBaTenen, UMeWwmx 4oCcTyn kK cpeacteam YL, HO He BxogsawWwmx B COCTaB rpynnbl
agMuHUCTpaTopos cpeacts YL.

23.6. TpeboBaHus ans cpencts YL knacca KB1:

- IPY OCYLWeECTBNEHNN YAANEeHHOro foctyna k cpeacteam YL ncnonb3oBaHune Tonbko
CMMBONbHOr0 Naponst He JonyckaeTcs, LO/IKHbl UICNONb30BaTbCS MEXaAHN3MbI
ayTeHTUUKaLUMmM Ha OCHOBE KPUNTOrpacpyeckmx NnpoToKOOB.

23.7. TpeboeaHust ans cpencts YL knacca KB2 cosnapatot ¢ TpebosaHunamu anst cpeacts YL
knacca KB1.

23.8. TpeboBanus ans cpencts YL knacca KA1:

- B cpencteax YL, ansa nioboro peanm3oBaHHOro MexaHnama ayTeHTUdukaumm onxHa obiTb
peann3oBaHa BO3MOXHOCTb YCTAaHOBKU NPeAenbHO AOMYCTUMOro KONMYECTBA CNeayowmx
NoAPSA NOMbITOK ayTEHTUPUKALMM 0HOr0 cybbekTa foCTyna 1 yCTAaHOBKW BPEMEHN
610KMPOBKM JoCTyna K cpeacTeam YL Ha MecTax mx akcnnyartauuu.

24. TpeboBaHUs K 3awmTe AAHHbIX, NOCTYNaoWMX (3KcnopTmpyembix) B (13) YLL:

24.1. Cpenctea YL, nonxHbl obecneyvBatb 4OBEPEHHDIA BBOL CaMONOANUCAHHOTO
cepTudmkaTta kntoya nposepku 3.

24.2. TpebosaHusa onga cpencts YL knacca KC1:

- cpeactea YL nonxHbl obecneymBaTtbh nepenady AaHHbIX, CoOepXawmx nHpopmaumio
orpaHu4yeHHoro goctyna, noctynatowmx B YL, n akcnoptupyembix 13 YL, cnocobom,
3awmueHHbiM ot HC ;

- B cpencTtBax YL gonxHa 6biTb peannsoBaHa npoueaypa 3almTbl 0T HABA3bIBAHNS NIOXHbIX
COODLWWEHU <*>;

<*> HaBsi3blBaHMe NoXHOro coobleHuns npeactasnsiet cobol oencTene, BOCNPUHUMAEMOe
y4yacCTHMKAMM 3NeKTPOHHOr 0 B3auMoaencTeust unm cpeacteamm YL kak nepenaya NCTUHHOMO
coobueHna cnocobom, 3awmieHHsiM ot HC .

- TpeboBaHMA K Npoueaype 3awmnTbl 0T HaBS3bIBAHWUS NOXHbIX COODOWeEHNIA ykasbiBatoTcs B T3
Ha pa3paboTky (MooepHM3auuo) cpencts YL.

24.3. TpeboBanus onga cpencts YL knacca KC2:

- cpencTea YL nonxHbl obecneynBath 3awpmTy NepBoHaYanbHOro 3anpoca Ha cepTudpmkart



Kntoya nposepkun Il1;

- cpenctaa YL 0ofXHbI MpUHUMATL KPUTUYHYIO AN PyHKUMOHMpoBaHua YL nidpopmanmio,
TONbKO ecnu oHa nognucanda 9Sl1.

24.4. TpeboBaHus ons cpencts YL knacca KC3:

- B cpeancteax YL, nonxeH 6biTb peann3oBaH MEXaHN3M 3aWmUThl OT HABSA3bIBAHUS NOXKHbIX
co00LLEeHNA HA OCHOBE UCMNOJb30BaHMs cpeacTB I, NoNyyMBLLIMX NOATBEPXKAEHNE
cooTBeTCTBMSA TpeboBaHMsM K cpeactaam I1.

24.5. TpebosaHus ans cpencts YL knacca KB1:

- B Ccpencrteax YL nonxeH ObIThb peann3oBaH MeXaHN3M 3alNTbl OaHHbIX MPpW nepenadye nx
Mexnay pusmnyeckn pasgeneHHbIMM KOMNOHEHTaMu Ha OCHOBE UCMNOIb30BaHUS CK3M1.

24.6. TpeboBaHus gns cpencts YL knaccos KB2 n KA1 coBnapatot ¢ TpeboBaHMsiMU onst
cpeancts YU knacca KB1.

25. TpeboBaHus K perncrpauum cobblTuii:

25.1. basosas OC cpeacts YL gonxHa nogoepXxusaTtb BeAeHUE XypHana ayamta CUCTEMHbIX
COObITUIA.

25.2. Tpeboanus ans cpencts YL knacca KC1:

- B cpeactBax YL, nonxeH 6biTb peann3oBaH MexaH13m, MPOU3BoAsWMIA BbIDOPOYHYIO
perncTpaumio cobblTUiA B XypHane ayamnta, CBS3aHHbIX C BbiMoNHeHMEM YLl cBoMX oyHKLWIA;

- CMNCOK PErncTprpyembix COObITUA LONXKEH COLEPXATLCS B 9KCMNyaTaLUMOHHOM
[OKyMeHTaumm Ha cpeacTtea YLI.

25.3. TpeboBaHusa ons cpencts YL knacca KC2 cosnanatot ¢ TpeboBaHmsmmu ons cpencts YL
knacca KC1.

25.5. TpebosaHus ons cpencts YL knacca KB1 coBnapatot ¢ TpeboBaHnsamm gns cpencts YL,
knacca KGC3.

25.6. TpeboeaHus ans cpencts YL knacca KB2:

- OOJIXKHbI 6bITb NMPUHATbI MEpPbI o6Hapy>KeH|/|9| HECaHKUNOHNPOBAHHDbIX N3MEHEHNIN KaXaomn
3anncu B XypHarsne ayauTta.

25.7. Tpebosanus onga cpencts YL knacca KA1:

- XypHan ayauta LONXeH ObiTb 4OCTYNEH TONbKO aAMUHUCTPATOPY ayamTa, KOTOPbI MOXET
OCYLECTBNATb TONbKO €ro NPoCMOTP, KOMUPOBAHNE U NONHYIO OYUCTKY. [ocne o4McTky NnepBoi
3anncblo B XypHane ayamTta AONXeH aBTOMAaTUYECKN PErMCTPUPOBATLCA (PaKT OYNCTKY C
yKasaHueM Jatbl, BPEMEHM 1 UHCpOopMaLMKM O NnLe, NPOV3BOAMBLLEM OMNepauuio.

26. TpeboBaHNs NO HAAEXHOCTU N YCTOMYMBOCTM (PYHKLMOHMPOBaHMS cpencts YL

26.1. [lonxHbl 6bITb ONpeaeneHbl TpeboBaHNS MO HALEXHOCTU U YCTORYMBOCTU
pyHKUMOHMpoBaHmMs cpencTts YL n ykasaHbl B T3 Ha pa3paboTky (MOLEPHN3ALIMIO) CPeACTB



Y.
26.2. TpebosaHus onga cpencts YL knacca KC1:

- NPOBOAMUTCA pacyeT BepossTHOCTM cboeB 1 HencnpaeHocTe AC YL, npuBoaswmx K
HeBbINONHeHWo YL cBonx coyHKUNNA.

26.3. TpeboBanus ons cpencts YL knacca KC2:
- ONIXHO OCYLWECTBNAATbLCS TECTMPOBAHME YCTONYMBOCTU (PYHKUNOHUPOBaHUS cpeacts YLI.
26.4. TpeboeaHus ans cpencts YL knacca KC3:

- BONXXHbI BbITb ONpeneneHbl TpeboBaHMs NO BpEMEHM BOCCTaHOBNEHUS cpeacTs YL, nocne
c60s 1 ykasaHbl B T3 Ha paspaboTky (MooepHusaumio) cpeacts YL;

- Mepbl 1 CPeLCTBA NOBbIWEHNS HALEXHOCTM N YCTONYMBOCTU (DYHKLMOHUPOBaHNS cpencts YL
LONXHbI coaepXaTb MeEXaHU3Mbl KBOTUPOBaHNS pecypcos cpeacts YLI.

26.5. TpebosaHus ans cpencts YL knacca KB1:

- BEPOSAITHOCTb cboeB 1 HeucnpasHocTen AC YL, npmBoasiumx K HeBbinonHeHuo YLl ceBoux
JOYHKLUMIA, B TEYEHNE CYTOK HE A0XHA MNPEBbIWAaTb aHaNOrMYHOM BEPOSATHOCTY O
ncnonbadyembix CK3U.

26.6. TpebosaHusa gns cpencts YL knaccos KB2 n KA1 cosnagatot ¢ TpeboaHuamMn ans
cpeacts YL knacca KB1.

27. TpeboBaHms K KN0YEBOWN MHpopMaLmK:

27.1.Mopsanok co3naHns, NCNONb30BaHUSA, XPAHEHNS U YHUYTOXEHUS KNIOYeBOM MHGD OpMaLImMm
onpeLenseTcs B COOTBETCTBUM C TPebOBaAHMAMM IKCMNyaTaLNOHHON JOKYMEHTALMN HA
cpeactea 3l n nHole CK3WU, ncnonbsyemblie cpencrtesamu YLL.

27.2. Cpok gencteua kntoya Il cpepctea 31, ucnonbayemoro cpeacresamu YL, nonxex
COOTBETCTBOBATbL TPebOBaAHMSAM, yCTAHOBNEHHbIM K cpencTteam Il1.

27.3. Tpeboanus ans cpencts YL knacca KC1:

- He JonycKaeTcs KONMpoBaHUE MHAOpMaLUMK KNHOYEBbIX LOKYMEHTOB (KpMNTOrpadnyeckmx
KNtoYewn, B TOM yucne kntoyern M) Ha HOCUTENM (HANPUMEp, XECTKUIA ANCK), HE SBNStoWMeCs
K/OYEeBbIMU HOCUTENSAMM, BE3 ee NpeaBapuTENbHOrO WG POBaHNS (KOTOPOE A0NXHO
OCYLLEeCTBNATbCSA BCTPOEHHOM hyHKUmel ncnonb3yemoro CK3W). KonmposaHue kntoyeBbix
LOKYMEHTOB LO/TIXXHO OCYLECTBNAATLCS TO/IbKO B COOTBETCTBUM C 3KCMNyaTaLNOHHOM
JOKyMeHTaumen Ha ncnonb3yemoe CK3WU;

- kntoun 9I, ncnonb3yemble ong NOANUCK CEPTUPMKATOB KNtoyern nposepkn Il n cnmckos
YHUMKaNbHbIX HOMEPOB CEPTUPUKATOB KNtoven nposepkun I, nencTeme KOTopbIX Ha
onpeneneHHbIi MOMEHT ObiNo NpekpalleHo YL 0o nctevyeHns cpoka nx gencTeus (ganee -
CMMCOK aHHYNMPOBaHHbIX CEPTUIUNKATOB), HE AOMXKHbI UCNONb30BaTbCS HU AN KAKUX UHbIX
uenen;

- CPOKW OEeNCTBMS BCEX KOYE O0XHbI ObITh YKa3aHbl B 3KCMnyaTaUMoOHHOK AOKYMEHTaUNN Ha
cpeacTea YL.



27.4. TpebosaHusi gns cpencte YL knaccos KC2 n KC3 coenapatoT ¢ TpeboBaHnsaMmM ans
cpencts YL knacca KC1.

27.5. TpeboBanus ons cpencts YL knacca KB1:

- ONXHbI 6bITb MPUHSATbHI OPraHN3aLMOHHO-TEXHNYECKE MEPbI, UCKoYaKoWme BO3MOXHOCTb
KomnpomeTaumm kntoya I, ncnonb3yemoro gng Nnoanucy cepTugmnKaToB KNoYen NpoBEepKM
Ol 1 cnuckoB aHHYNMPOBAHHbIX CEPTUAUKATOB, MPY KOMNpOMeTauun KNKYeBon NHdpopmauuu,
JOCTYMHOW OOHOMY NnLy.

27.6. TpebosaHus ans cpencts YL knacca KB2:

- Kntod 3, ncnonb3yeMblii 415 NOANMCU CEPTUAMKATOB Ktodei nposepkn 3l n cnuckos
aHHYNMPOBAHHbIX CEPTMAMNKATOB, LONIXEH FEHEPMPOBATLCS, XPaHUTbCS, UCMNOIb30BaTLCS U
yHU4YTOXaTbcs B cpeactse I, [lonyckaeTcs ncnonb3oBaHne Tonbko cpencts A,
NoNy4MBLWIMX NOLATBEPXAEHNE COOTBETCTBUS TpeboBaHMaM, NpeabsBnseMbiM K cpeactsam Ol
B COOTBETCTBUM C PenepanbHbiM 3aKOHOM;

- BONXKHbI ObITb MPUHATbLI OPraHN3aUNOHHO-TEXHUYECKNE MEPDI, UCKtoYatoLwme BO3MOXHOCTb
KomnpomeTaumm knoya I, nucnonb3yemoro 415 Nnoannucu CepTUrKaTos KNoYen NnpoBepku
Ol 1 cnMckoB aHHY NIMPOBAHHbBIX CEPTUMKATOB, MPY KOMNPOMETaUMUN KNOYEBON NHpopMauun,
OOCTYMHOW OBYM NNLAM.

27.7. TpeboBanus ans cpencts YL knacca KA1:

- ONXHbI 6bITb MPUHSATLI OPraHN3aLMOHHO-TEXHNYECKE MEPbI, UCKoYaKoWme BO3MOXHOCTb
KomnpomeTaumm kntoya I, ncnonb3yemoro gng Nnoanucy cepTudmnKkaTos KNoYen NPoBEpKY
Ol 1 cnuckoB aHHYNMPOBAHHbIX CEPTUUKATOB, MPY KOMNPOMeTaumUn KNKYeBOn NMHdpopMaumu,
JOCTYMHOM TPeMm nuuam.

28. TpeboBaHus K pe3epBHOMY KOMUPOBaHWIO N BOCCTaHOBNEHUIO paboToCcnocobHOCTY CpeacTs

YU:

28.1. Cpenctea YL, nonxHbl peann3oBbiBaTb OYHKLUN PE3EPBHOMO KOMMPOBAHMS 1
BOCCTaHOBNEHNs Ha cnydai noepexaeHns AC n (mnm) nHgopmaumm, obpabaTbiBaeMoi
cpeacteamu YLl. B xoae pe3epBHOro KonnpoBaHns AoNXHa OblTb MCKNOYEHA BO3MOXHOCTb
KOMMPOBaHMS KPUNTOrpagMyeckmx Knoye.

28.2. Tpebosanus onga cpencts YL knacca KC1:

- DaHHble, COXPaHEeHHbIe NPWY Pe3epPBHOM KONMUPOBAHWMW, 0ONXHbl OblTb 0OCTATOYHbI AN
BOCCTaHOBNEHUS PYHKLUMOHNPOBaHUS cpencts YL, B cocTosiHMe, 3adoKCUPOBAHHOE Ha MOMEHT
KOMMPOBaHMSI.

28.3. TpeboeaHus gns cpencts YL knaccoe KC2 n KC3 coenanatoT ¢ TpeboBaHUsSIMU st
cpeacTs YL knacca KC1.

28.4. TpeboBaHus ans cpencts YL knacca KB1:

- OOJI>KHbI 6bITb NMPUHATbI MEpPbI 06Hapy>KeH|/|9| HECaHKUNOHNPOBAHHDbIX N3MEHEHNN
COXpPaHEeHHbIX OaHHbIX;

- DONXHbI ObITb ONpeneneHbl TpeboBaHNs No BpeMeHM BOCCTaHOBNEHUS U ykasaHbl B T3 Ha



pa3paboTky (MooepHm3auuo) cpencts YL v B akcnnyaTaumoHHOR OOKyMeHTaumm Ha cpeacTaa

Y.
28.5. Tpebosanus onga cpencts YL knacca KB2:

- COXpaHsieMas Npy pe3epBHOM KOMMPOBaHUK 3awmwaemas nHpopmMaums AONXHa COXPaHATbCS
TONbKO B 3aWMPOBAHHOM BMAE.

28.6. TpeboBaHus ons cpencts YL knacca KA1 coBnapatot ¢ TpeboBaHnsamm gns cpencts YL,
knacca KB2.

29. TpeboBaHUS K CO3A4AHNIO 1 aHHYTMPOBAaHUIO CePTUPUKATOB KtoYei npoeepkmn IM:

29.1. lMpoTOKONbl CO30aHMS U aHHYIMPOBaHNS CEPTUAOUKATOB KNtoYer nposepkun S fLonXKHb
6bITb ONMUcaHbl B 3KCNyaTauMoHHON JOKYMeHTaummn Ha cpeactea YL.

29.2. Cospnasaemble YL ceptudhukatbl kntoven nposepkun 3l 1 CNUCKM aHHY IMPOBaHHbIX
cepTumkaToB OONXHb COOTBETCTBOBATb MEXAyHapoaHbiM pekomeHgaumsam ITU-T X.509 <*>
(nanee - pekomeHpaumm X.509). Bce nons n [ononHeHUs, BKoYaeMble B CEPTUAIUKAT KNHOYEN
nposepkun Sl 1 CNNCOK aHHY NIMPOBaHHbIX CEPTUAIMKATOB, AONIXHbI ObITh 3aNONHEHbI B
cooTBeTCTBMM C pekoMeHaaumsamm X.509. INpun ncnonb3osaHmMm anbTepHATMBHbBIX POPMaTOB
cepTmdukaToB Kntoyen npoepkn I 0onxHol 6biTb onpeaeneHbl TpeboBaHMs K NPOTOKONaM
CO30aHNS U aHHYNMPOBaHNS cepTUdMKaToB Knoyern nposepkn Ol n ykasaHbl B T3 Ha
paspaboTky (MogepHu3aumo) cpencts YL.

<*> ITU-T Recommendation X.509. Information technology - Open systems interconnection - The
Directory: Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-
X.509-200811-i.

29.3. Cpenctea YL, nonxHbl peann3oBbiBaTb MPOTOKON aHHYIMPOBaHUS cepTudpmkaTa kova
nposepku Il ¢ NCNONb30BaHMEM CMMCKOB aHHYTMPOBAHHbBIX CEPTUNKATOB.

29.4. [lonyckaeTcs peanv3aunsi NpoTOKON0B aHHY IMpoBaHMs 6€3 NCMnob30BaHUS CMIUCKOB
aHHYMPOBaHHbIX CEPTMAMNKATOB, TPeHOBAHMS K KOTOPbIM AOMXHbI OblTb YkasaHbl B T3 Ha
pa3paboTky (MooepHm3auuo) cpencts YL.

29.5. TpeboeaHusa ansa cpencts YL knacca KC1:

- B cpeanctBax YL, nponxHa 6biTb peanuaoBaHa OyHKUMS N3roTOBNEHUS cepTudpmkaTa Knova
nposepkn Il Ha BymaxxHoM HocuTene. Mopsaaok Bolgaumn ceptudomkara knoya nposepku 9l
Ha ByMa>kHOM HOCMTeNe, a TakXe npouenypa KOHTPONS COOTBETCTBMSA cepTmdomkara Knoya
nposepku Ol B 9N1eKTPOHHOM BMLE U HA BYMaxXHOM HOCUTENE AONXHbI ObiTb yKasaHbl B
aKcnnyaTaumoHHOW foKyMeHTaumm Ha cpeacTea YL;

- B cpeancrteax YL, B oTHoweHnn Bnagensua ceptudpmkata knoya nposepkm 3l 0onxHbl 6biTb
peann3oBaHbl MEXaHN3Mbl MPOBEPKM YHUKANbHOCTY Ktoya nposepku Sl n obnanaHms
COOTBETCTBYHOLWMUM Kto4yoMm I,

29.6. TpeboBaHusa ons cpencts YL knacca KC2 cosnanatot ¢ TpebosaHusiMm ons cpencts YL
knacca KC1.

29.7. Tpeboanus ans cpencts YL knacca KC3:

- NOrPEWHOCTb 3HAYeHWIA BpEMEHM B cepTudpmkaTax knto4dein nposepku 3l n cnuckax



aHHYIMPOBaHHbIX CePTUAMKATOB HE A0MXHA NpeBblwaTtb 10 MAHYT.
29.8. Tpebosanus onsa cpencts YL knacca KB1:

- NOrPEWHOCTb 3HAYEHWIA BPEMEHM B cepTudhmkaTax knwoyen nposepkun 3l n cnuckax
aHHYIMPOBaHHbIX CEPTMAMNKATOB HE AO/MXHA NPEBbIWATb 5 MUHYT.

29.9. TpeboeaHusa gns cpencts YL knaccos KB2 n KA1 conagatot ¢ TpeboBaHusamMn ans
cpeacTs YL knacca KB1.

30. TpeboBaHus K CTPYKType cepTudpmkata kntoda nposepku 3l n cnucka aHHY IMPOBaHHbIX
CepTndunKaToB:

30.1. TpeboeaHusa ansa cpencts YL knacca KC1:

- AOMyCTMMbIE CTPYKTYpbl cepTudpukara knoya nposepkn 31 1 cnucka aHHy IMpoBaHHbIX
cepTMdrKaToOB LOMXKHbI OblTb NEpPeYNCneHbl B 3KCNayaTaumoHHON LOKYMEHTaUMN Ha CpeacTaa

YLU;

- B cpeancteax YL, nonxeH 6biTb peann3oBaH MEXaHN3M KOHTPONS COOTBETCTBMSA CO34aBaEMbIX
cepTUmKaToB Kntoyein nposepkn 3l 1 CNNCKOB aHHYIMPOBaHHbIX CEPTUHUKATOB 3a4aHHOMN

CTPYKTYpE;

- B CTPYKTYype cepTudpukarta knoya nposepkn I 0onxHbl 6biTb NPeyCMOTPEHbI NoNe,
copepxallee cBeneHus o knacce cpencts YL, ¢ ncnonb3oBaHmem KoTopbix Obi co3aaH
HacTosawWwMi cepTmdmkat knoya nposepkn Sl1, n none, cogepxallee CBeaeHNs 0 knacce
cpenctea 3l Bnagenbua cepTugukaTa knoya nposepku Il1.

30.2. TpeboeaHusa gns cpencts YL knaccoes KC2 n KC3 coenanatoT ¢ TpeboBaHUsSIMU ONst
cpeacTs YL knacca KC1.

30.3. TpeboeaHusa gnsa cpencts YL knacca KB1:

- B cpencTBax YL, nonxeH 6biTb peann3oBaH MexaHW3M 3a4aHusi CUCTEMHBIM
agMUHMCTpPaTopoM Habopa AoMNyCTUMbIX LONONHEHWUA cepTudomkaTa Kntoya npoeepku Ol n
cnucka aHHynMpoBaHHbIX CEPTUHOUKATOB.

30.4. TpeboeaHusa gnsa cpencts YL knaccos KB2 n KA1 coBnagatot ¢ TpeboBaHusamMn ans
cpeancts YL knacca KB1.

31. TpeboBaHus Kk peecTpy cepTucnkaTos kntodeit npoeepkn Al n obecneveHunto nocTyna K
HeMmy:

31.1. Tpeboeanus ans cpencts YL knacca KC1:

- B cpencTax YL monXHbl ObiTb peann3oBaHbl MEXaHW3Mbl XpaHEHUs 1 NMOMCKa BCeX
CO34aHHbIX CepTUPUKATOB KNtouel nposepkn A 1 CNUCKOB aHHY IMPOBaHHbIX CepTUANKATOB
B peecTpe, a TakXxe CeTeBoro [ocTyna K peecTpy.

31.2. TpeboeaHus ans cpencts YL knacca KC2 coenanatot ¢ TpebosaHusiMmm onsi cpencts YL
knacca KC1.

31.3. TpeboBanusa ans cpencts YL knacca KC3:



- B cpeactBax YL, ponxeH 6biTb peanM3oBaH MexaHU3M novcka cepTudonkaTos Ktoye
nposepky Sl 1 cnMcKoB aHHY IMPOBaHHbLIX CEPTUMKATOB B PEECTPe CEPTUAUKATOB KtOYEN
nposepku Sl No pas3nnyHbIM Ux aTpmbyTam;

- BCE U3MEHEHNS peecTpa cepTndmnkaToB kntoyel npoepku SN [ONXHbI PErMcTpupoBaThCs B
XypHane ayaura.

31.4. TpeboeaHusa gnsa cpencts YL knaccos KB1, KB2 n KA1 coBnagatoT ¢ TpeboBaHUsiMM ons
cpeancts YL knacca KC3.

32. TpebosaHus k npoeepke Il B cepTndukaTe Knoya nposepku IM:

32.1. [lonxeH 6bITb onpeaeneH MexaHMam NPOBEPKM MOAMMCKU B cepTudpmkaTe Knaova
nposepkun Il no 3anpocy yyacTHMKA SNEKTPOHHOIO B3aMOLENCTBNS U yKa3aH B
aKcrnayaTaumMoHHOW OOKyMeHTaumm Ha cpencTea YL.

32.2. B cpenctBax YLl nonxeH 6bITb peann3oBaH MexaHuam Npoeepkun noanmHHocty 3l YL B
BblAAaBaeMblX UM cepTudpmkaTax kntoyern nposepku 9.

32.3. Nposepka 3l B cepTudmkate knoya nposepkm 3l ocylwecTBNSAETCA B COOTBETCTBUN C
pekomeHaaumamm X.509, Bkntoyas 06s3aTenbHy0 NPOBEPKY BCEX KPUTUYECKUX AOMNONHEHWIA.

32.4. Ecnu, ncxons ns ocobeHHocTen akecnnyatauum cpeacts YL, nonyckaeTcs
MCNoNb30BaHMe anbTepHATMBHbLIX OOPMATOB cepTudpmkaTa Knoya nposepkmn 31, nonxeH
6bITb ONpeneneH MexaHn3m NPoBepPKN NOANMUCH B cepTudomkarte knoya nposepkmn 3l n ykazaH
B T3 Ha paspaboTky (MooepHmsaumio) cpeacts YLL.

33. [1nsi orpaHnyeHmnsi BO3MOXHOCTE No NOCTPOEHUIO KaHanoB aTak Ha cpeacTea YL ¢
CNONb30BAHNEM KaHaIOB CBSA3W A0J1XHbI MPUMEHSITbCS CPEACTBA MEXCETEeBOro
aKpaHMpPOBaHKS.

34. JonxHbl 6bITb onpeaeneHbl TpebosaHns no 3awmTte cpencts YL oT KOMNbOTEPHbIX
BUPYCOB M KOMMbIOTEPHbIX aTak M ykasaHbl B T3 Ha pa3paboTky (MoaepHm3aumio) cpencts YLI.

35. Npu nogknioyeHnn cpencts YL K MHPOPMaLMOHHO-TENEKOMMYHUKALNOHHON CeTU, OCTYN K
KOTOPOW He OrpaHnyeH onpenesnieHHbIM KpYroMm nnu, ykasaHHble cpeacTsa AOMXKHb
cooTBeTCTBOBaTbL TpeboBaHusIM k cpeacTeam YL knacca KB2 nnum KA1.

36. ViccnenosaHua cpencts YL ¢ uenbio noateepxaeHns cooteetcTamsa cpencts YL
HacToawmum TpeboBaHNSAM LOXHbI NPOBOANTLCS C MCNONb30BaHNEM pa3pabaTbiBaeMbix PCH
Poccumn 4ncnoBbix 3Ha4eHW NapamMeTpoB 1 XapakTePUCTMK MEXaHN3MOB 3alUMThl, peanindyembix
B cpencTeax YL <*>.

<*>MoanyHkT 47 nyHkTa 9 MNMonoxeHns o PepepanoHoii cnyxbe 6eaonacHocTn Poccuiickol
depnepaunu, yteepxaeHHoro Ykasom lNpesngeHta Poccuiickon ®epnepauum ot 11 asrycra
2003 r. N 960 (CobpaHue 3akoHopaTtenbctBa Poccuiickon depepaumn, 2003, N 33, 1. 3254;
2004, N 28, cT. 2883; 2005, N 36, c1. 3665; N 49, c1. 5200; 2006, N 25, cT. 2699; N 31 (u. I), cT.
3463;2007,N 1 (4. 1), cT. 205; N 49, cT1. 6133; N 53, cT. 6554; 2008, N 36, cT. 4087; N 43, CT.
4921; N 47,cT1.5431;2010, N 17, cT1.2054; N 20, c1.2435;2011,N 2, cT1. 267; N 9, cT. 1222).
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